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Dynamic Hyperchaotic Key Generation Using Optical
Orthogonal Frequency Division Multiplexing-based Visible
Light Communication Networks
Mohammed T. Alresheedi, Yahya M. Al-Moliki, Yahya Al-Harthi, and Ali H. Alqahtani

Abstract—This paper introduces an optical orthogonal frequency division multiplexing (OFDM)-based
hyperchaotic key generation encryption approach that can improve confidentiality in visible light communication (VLC)
networks. Using a hyperchaotic four-dimensional method, the bipolar real-valued OFDM signal can be used for
constructing dynamic cypher keys modified at every frame over the communication time, resulting in a superior degree
of protection against statistical and correlation attacks. In accordance with our findings, this approach decreases the ratio
of peak-to-average power of the transmitted signal, and enhances the bit error rate efficiency and secrecy capacity of the
OFDM-based VLC network, which improves confidentiality.

Index Terms— Confidentiality, hyperchaotic, key generation, optical orthogonal frequency division multiplexing,
visible light communication

1.

INTRODUCTION

Physical-layer security is a powerful and inventive approach with respect to strengthening
the confidentiality of communications and thus countering snooping [1]. In [2–4], authors
suggest using physical-layer approaches for keyless protection strategies for visible light
communication (VLC). However, to ensure effective implementation and confidentiality,
these strategies require the snooper channel or physical location to be estimated during
communication. Some reports suggest using key generation methods to improve the
confidentiality of orthogonal frequency division multiplexing (OFDM)-based VLC
networks [5–8]. These methods involve generating a secret key from the cyclic prefix (CP)
of the OFDM signal. Theses keys are used for encoding the time-domain samples of the
OFDM signal by utilizing a Hadamard product method until communication is complete.
Unfortunately, OFDM is vulnerable to clipping and signal compression non-linearities
[9]. Two clipping types are possible in optical OFDM: positive and negative. For positive
clipping, the positive part of the samples penetrating the non-linear area of the lightemitting diode is clipped, whereas, for negative clipping, the negative part of the samples
is clipped for intensity modulation/direct detection technique. The encryption by random
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sequence of the time-domain samples affects the sampling polarity and hence the
clipping form (negative or positive) of each sample; it distorts the time-domain
subcarriers during they are transmitted, thus deteriorating the optical OFDM
performance.
This paper proposes a new hyperchaotic key generation approach using optical OFDM,
referred to as hyperchaos-KG-OOFDM. We use the randomness character of the input
information and the chaotic codes created via the hyperchaotic system to support VLC
network confidentiality. The approach generates secret keys that are dependent on the
polarity of the bipolar real-valued time-domain OFDM samples and chaotic schemes. In
each frame, these secret sequences are modified, which results in a high degree of
protection against statistical and correlation attacks. In comparison with [5–7], we
recommend introducing phase encryption for frequency-domain subcarriers, rather than
applying polarity encryption for the time-domain subcarriers. Since the encryption is
executed prior to inverse fast Fourier transformation (IFFT), the OFDM signals are
encrypted and transmitted without distortion. Furthermore, random sequence
multiplication of the frequency-domain samples will render every in phase frequencydomain subcarrier out of phase. It decreases the ratio of peak-to-average power (PAPR)
of the OFDM time-domain signals to enhance the OFDM method efficiency [10]. In
contrast with [5–7], a channel coding method is proposed for secret keys produced by
OFDM samples. By this way, the keys are safe as the signal is traveling through noisy
channels.
2.

METHOD

A four-dimensional (4D) hyperchaotic scheme is used to generate chaotic quantities for
fourfold encryption, which can be obtained by the following equation [11]:
𝑥𝑖,𝑘 = 𝑎(−𝑥𝑖,𝑘−1 + 𝑦𝑖,𝑘−1 ) + 𝑦𝑖,𝑘−1 𝑧𝑖,𝑘−1 𝑢𝑖,𝑘−1

𝑦𝑖,𝑘 = 𝑏(𝑥𝑖,𝑘−1 + 𝑦𝑖,𝑘−1 ) − 𝑥𝑖,𝑘−1 𝑧𝑖,𝑘−1 𝑢𝑖,𝑘−1
𝑧𝑖,𝑘 = 𝑐𝑦𝑖,𝑘−1 − 𝑢𝑖,𝑘−1 + 𝑑𝑥𝑖,𝑘−1 𝑦𝑖,𝑘−1 𝑢𝑖,𝑘−1
𝑢𝑖,𝑘 = −𝑒𝑢𝑖,𝑘−1 + 𝑥𝑖,𝑘−1 𝑦𝑖,𝑘−1 𝑧𝑖,𝑘−1 ,
{

(1)
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Fig. 1. Proposed hyperchaos-KG-OOFDM method.

where 𝑎, 𝑏, 𝑐, 𝑑, and 𝑒 denote real parameters; 𝑥𝑖,𝑘 is the 𝑘𝑡ℎ chaotic quantity of 𝒙𝒊 at the
𝑖𝑡ℎ frame. In accordance with the Lyapunov exponent, the scheme indicates chaotic
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features when 𝑎 = 35, 𝑏 = 10, 𝑐 = 80, 𝑑 = 0.5, and 𝑒 = 10. The Runge–Kutta method
can be applied to resolve (1) to get the chaos sequences 𝒙𝒊 , 𝒚𝒊 , 𝒛𝒊 , and 𝒖𝒊 at each frame

employing a 0.001s time step.

Following iteration at some initial stage, digital chaotic quantities can be produced after

iteration with uniform distribution. For example, let 𝑫𝒙,𝒊 be the digitized chaos sequence

of 𝒙𝒊 , which can be expressed as follows [12]:

𝐷𝑥,𝑖,𝑘 = 𝑚𝑜𝑑(𝐸𝑥𝑡𝑟𝑎𝑐𝑡(𝑥𝑖,𝑘 , m, n, p), 𝑀),

(2)

where 𝐷𝑥,𝑖,𝑘 is the 𝑘𝑡ℎ chaotic quantity of 𝑫𝒙,𝒊 , the function 𝐸𝑥𝑡𝑟𝑎𝑐𝑡(𝑥𝑖 , m, n, p) yields an

integer that is obtained from the mth , nth , and pth digits in the decimal portion of 𝑥𝑖,𝑘 ,

𝑚𝑜𝑑(∙,∙) is the modulo operation, and M denotes the largest quantity value, which, in our

approach, is 256. The other digitalized sequences 𝑫𝒚,𝒊 , 𝑫𝒛,𝒊 , and 𝑫𝒖,𝒊 can be obtained in a

similar way.

In our proposed method, the CP samples of time-domain signals are served to dynamically
update the hyperchaotic quantities produced through the chaotic approach at the beginning of
every frame throughout the entire session. For example, if 𝑥𝑖,1 is the chaotic quantity generated

by the chaotic scheme and 𝑥𝑖,𝑐𝑝 is the chaotic quantity generated from the CP samples at the 𝑖th

frame, then the first quantity 𝐷𝑥,𝑖,1 can be obtained at the 𝑖th frame as follows:
𝐷𝑥,𝑖,1 = 𝑚𝑜𝑑 (𝐸𝑥𝑡𝑟𝑎𝑐𝑡 (

𝑥𝑖,1 + 𝑥𝑖,c𝑝
, m, n, p) , 𝑀).
2

(3)

The remaining iterated quantities of 𝑫𝒙,𝒊 , {𝐷𝑥,𝑖,2 , 𝐷𝑥,𝑖,3 , … … } are generated from 𝒙𝒊 by the

chaotic scheme using (1) and (2). The hyperchaotic quantities produced by the chaos
system are extremely sensitive to initial quantities (~1 × 10−15 ) and have a powerful

randomness feature [12] that ensures high protection against vicious intrusions.
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Fig. 1 shows the proposed hyperchaos-KG-OOFDM method. This approach uses four
key stages to implement chaotic encryption. The first stage is binary data XOR encryption,
which is described by the 𝑫𝒙,𝒊 sequence. The second stage consists of the permuted

frequency-domain OFDM symbol, which is described by the 𝑫𝒚,𝒊 sequence. The third

stage is defined by the 𝑫𝒛,𝒊 sequence; it consists of the phase encryption of frequencydomain symbols. The final stage is described by the 𝑫𝒖,𝒊 sequence; it consists of the

permutation of the time-domain OFDM samples. The encryption technique is explained
below.
The first sequence 𝑫𝒙,𝒊 is used for the XOR encryption of binary data. A confidential key

𝑩𝒊 is extracted from 𝑫𝒙,𝒊 using the binarization process as follows:
𝑀
4 1≤𝑘≤𝐿
𝑀
> ,
4

0 𝑓𝑜𝑟 𝐷𝑥,𝑖,𝑘 ≤

𝐵𝑖,𝑘 = {
1 𝑓𝑜𝑟 𝐷𝑥,𝑖,𝑘

(4)

where 𝐵𝑖,𝑘 is the 𝑘𝑡ℎ element of 𝑩𝒊 , and 𝐿 is the length of the data frame. This key is used

for XOR binary data operation.

The second sequence 𝑫𝒚,𝒊 is used to permutate the frequency-domain OFDM symbol,

as illustrated in Fig. 1. A 𝑴𝒚,𝒊 scrambling matrix is created in line with the order of digital

values in 𝑫𝒚,𝒊. Supposing 𝒓𝒚,𝒊 is a permuted vector with a length of

𝑁𝑓
2

, where 𝑁𝑓 denotes

the frequency-domain subcarrier number, then the vector can be expressed as follows:

𝒓𝒚,𝒊 = [𝐷𝑦,𝑖,1 , 𝐷𝑦,𝑖,2 , … , 𝐷

𝑦,𝑖,

𝑁𝑓
2

𝑇

] .

(5)
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𝑠
Letting 𝒓𝒚,𝒊
be the ascending ordered sequence of 𝒓𝒚,𝒊 , then a

obtained as follows:

𝑁𝑓
2

×

𝑁𝑓
2

matrix 𝑬𝒚,𝒊 is

𝑇

𝑠
𝑬𝒚,𝒊 = 𝑰 ( 𝒓𝑦,𝒊
[𝒓−1
𝑦,𝒊 ] ),

where 𝒓−1
𝒚,𝒊 = [

1

,

1

𝐷𝑦,𝑖,1 𝐷𝑦,𝑖,2

,…,

𝐷

1

6

(6)

𝑇

𝑁𝑓
𝑦,𝑖,
2

] ; 𝑰(∙) can be obtained as follows:

1 𝑓𝑜𝑟 𝑌𝑚,𝑛 = 1
𝑰(𝒀) = 𝒁 → 𝑍𝑚,𝑛 = {
0 else,

(7)

where 𝒀 and 𝒁 are the input and output matrices of 𝑰. The 𝑁𝑓 × 𝑁𝑓 scrambling matrix can
be evaluated as follows:

𝑬𝒚,𝒊
𝑴𝒚,𝒊 = [
𝟎

𝟎
],
𝑬𝑟𝑦,𝒊

(8)

where 𝑬𝑟𝒚,𝒊 represents the rotation process of 𝑬𝒚,𝒊 , which can be expressed as follows:
𝑬𝒓𝒚,𝒊 = 𝒓𝑬𝒚,𝒊 𝒓,
where 𝒓 is a

𝑁𝑓
2

×

𝑁𝑓
2

(9)

anti-diagonal matrix, which can be expressed as follows:

𝒓=[

1

⋮

1
].

(10)
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The scrambling matrix 𝑴𝒚,𝒊 holds a value of 1 in each row and column; the remaining

values are zeroes. Once the scrambling matrix has been generated, a frequency-domain
OFDM symbol permutation is applied:
 𝒊 = 𝑴𝒚,𝒊−𝟏 𝑿𝒊 ,
𝑿

(11)

where 𝑀𝑦,𝑖−1 is the scrambling matrix generated from 𝑫𝒚,𝒊−𝟏 at the frame with index

 𝒊 denotes the permuted frequency-domain OFDM symbol. For the phase
(𝑖 − 1)th; 𝑿

 𝒊 , the third sequence 𝑫𝒛,𝒊 is utilized. By using binary operation, a secret
encryption of 𝑿
key 𝒌𝒊 is obtained from 𝑫𝒛,𝒊 as follows:
𝑘𝑖,𝜅 = {

𝑀
4 1≤𝑘≤𝑁
𝑓
𝑀
> ,
4

−1 𝑓𝑜𝑟 𝐷𝑧,𝑖,𝑘 ≤

+1 𝑓𝑜𝑟 𝐷𝑧,𝑖,𝑘

(12)

where 𝑘𝑖,𝜅 is the 𝜅𝑡ℎ element of 𝒌𝒊 . The key is used for the phase encryption of the
frequency-domain OFDM symbol as follows:

ഥ𝒊 = 𝑿
 𝒊 .∗ 𝒌𝒊−𝟏 ,
𝑿

(13)

where 𝒌𝒊−𝟏 denotes the secret key created from 𝑫𝒛,𝒊−𝟏 at the (𝑖 − 1)th frame, ∗ denotes
ഥ 𝒊 denotes the encoded OFDM symbol.
the Hadamard product operation, and 𝑿

In our method, we let 𝑺𝒅𝒊 represent the present real bipolar OFDM samples during

communication at the IFFT operation output. This signal is generated when Hermitian
symmetry is applied to the frequency-domain subcarrier. The CP samples 𝑺𝒄𝒊 are
appended to 𝑺𝒅𝒊 to produce the whole OFDM samples 𝑺𝒊 . From the last few samples of

𝑺𝒅𝒊 , the samples 𝑺𝒄𝒊 can be generated as follows:
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𝑑 −𝑙𝐼 )

ISI CP Samples

8

(14)

Protected CP Samples
𝑁𝑑

1
𝑑
𝐴𝑖 =
∑ |𝑆𝑖,𝑗
|,
𝑙𝐼

(15)

𝑗=𝑁𝑑 −𝑙𝐼

𝑑
where 𝑁𝑑 denotes the amount of time-domain subcarriers, 𝑆𝑖,𝑘
denotes the 𝑘th sample

of 𝑺𝒅𝒊 at the 𝑖th frame, (𝑙𝐼 , 𝑙𝑝 ) indicates ISI and protected CP sample lengths respectively,

𝐴𝑖 denotes the mean of the absolute values for the latter few chosen samples of 𝑺𝒅𝒊 (which
is considerably above the channel noise due to the illumination requirement [5]), and 𝑑𝑖,𝑘

is the 𝑘th vector element of 𝒅𝒊 , where 𝒅𝒊 is generated from the last few samples of 𝑺𝒅𝒊

after channel coding as well as binary operation (as shown in Fig. 1). The first segment of
𝑺𝒄𝒊 is used for ISI mitigation, whereas the second segment includes the primary key 𝒄𝒊 ,
which can be produced from the last few samples of 𝑺𝒅𝒊 as follows:
𝑐𝑖,𝑘 = {

𝑑
−1 𝑓𝑜𝑟 𝑆𝑖,𝑘
≤0

𝑑
+1 𝑓𝑜𝑟 𝑆𝑖,𝑘
≥ 0,

𝑁𝑑 − 𝑅𝑙𝑝 ≤ 𝑘 ≤ 𝑁𝑑

(16)

where 𝑐𝑖,𝑘 is the 𝑘𝑡ℎ element of 𝒄𝒊 ; 𝑅 denotes the code rate of channel encoder, which
encodes 𝒄𝒊 . The key 𝒄𝒊 at the 𝑖th frame is used to update the chaotic quantities of the

hyperchaotic approach. When the total OFDM signal 𝑺𝒊 is produced from 𝑺𝒄𝒊 and 𝑺𝒅𝒊 , the

fourth sequence 𝑫𝒖,𝒊 is used to permutate OFDM samples at the time domain. By letting

the total number of time-domain subcarriers equal 𝑁 = (𝑁𝑑 + 𝑙𝐼 + 𝑙𝑝 ), according to the

order of the digital values in 𝑫𝒖,𝒊 , a 𝑁 × 𝑁 scrambling matrix 𝑴𝒖,𝒊 can be generated, and,

as such, time-domain OFDM symbols permutation can be implemented as follows:
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𝑺𝒊 = 𝑀𝑢,𝑖−1 𝑺𝒊 ,

9

(17)

where 𝑀𝑢,𝑖−1 is the scrambling matrix generated from 𝑫𝒖,𝒊−𝟏 during the (𝑖 − 1)th frame;

ഥ
𝑺𝒊 denotes the permuted time-domain OFDM samples. The input data is randomly used

to produce dynamic cypher keys. Using (17), to detect the current signal 𝑺𝒊 , Eavesdropper

requires knowing 𝑺𝒊−𝟏 to generate 𝑴𝒖,𝒊−𝟏 (which was used for 𝑺𝒊 encryption); therefore,

the entire historic OFDM signals are mandatory for recovering the successive signal. In
contrast to the methods in [13-16] that produce static chaotic keys with statistical
features that are useful for vicious nodes, the proposed approach produces dynamic
cypher keys that are related to random input data that can disrupt such statistic types,
and, therefore, it ensures high statistical attack protection.
In this context, we presume that the initial key used for generating the initial
hyperchaotic values to encrypt the first frame throughout the session will be securely
shuffled between the receiver and the transmitter during the connection installation
process. In [7], the authors implemented a chaotic protocol to generate a key by utilizing
position-sensitive and real-valued channel state information of the VLC channel.
The received signal is provided at the receiving node as follows:
ഥ 𝒊 = 𝒉 ⊗ (𝑟 ⋅ ഥ
𝒁
𝑺𝒊 ) + 𝒏,

(18)

where 𝑟 is the responsivity of the photodetector, 𝒏 denotes the shot and thermal noises

(modeled as an AWGN process), ⊗ denotes convolution, and 𝒉 denotes the impulse

response of the channel . Note that the optical channel's time-domain impulse response

has been obtained by [17]. In line-of-sight channel scenario, a common scenario, the
channel DC gain ℎ(0) from the transmitter to the receiver is given as:
ℎ(0) =

(𝑚 + 1)𝐴𝑝𝑑
𝑐𝑜𝑠 𝑚 (∅) cos(𝜑),
2𝜋D2

(19)
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where 𝑚 denotes the order of Lambertian emission, 𝐴𝑝𝑑 is the physical area of the
detector, 𝐷 denotes the Euclidean distance between the receiver and transmitter, and ∅

and 𝜑 denote the radiance and incident angles, respectively. We presume that the effect

of multi-path fading is eliminated with the zero-forcing (ZF) equalizer [5]; the sampled
filter output can be obtained after equalization as follows:

ഥ𝒊 = 𝑟 ⋅ 𝑺
ഥ𝒊 + 𝒉−𝟏 ⨂𝑱 + 𝒉−𝟏 ⨂𝒏.
𝒁

(20)

ഥ 𝒊 , which can
The component 𝒉−𝟏 ⨂𝒏 has a significant effect only on the beginning of 𝒁

ഥ 𝒊 , the samples are
be extracted by eliminating the CP samples of ISI [5]. After obtaining 𝒁
de-permuted by 𝑴𝒖,𝒊−𝟏 produced by 𝑫𝒖,𝒊−𝟏 at (𝑖 − 1)th frame as follows:
ഥ𝒊,
𝒁𝒊 = 𝑴𝒖,𝒊−𝟏 𝒁

(21)

where 𝒁𝒊 denotes the de-permuted OFDM signal received at the 𝑖th frame. This signal

contains 𝒁𝒅𝒊 , which is the OFDM data signal, as well as 𝒁𝒄𝒊 , which is the CP signal. The
protected CP samples of 𝒁𝒄𝒊 are used for generating the primary key 𝒄𝒊 to update the
quantities for the chaotic approach, as illustrated in Fig. 1. These quantities are

maintained at a legitimate receiver to generate the chaos sequences 𝑫𝒙,𝒊 , 𝑫𝒚,𝒊 , 𝑫𝒛,𝒊 , and

𝑫𝒖,𝒊 , which are used to decrypt the received OFDM signal during the (𝑖 + 1)th frame.
After the creation of the secret quantities, 𝒁𝒄𝒊 is eliminated, and, to produce the phase-

ഥ 𝒊, 𝒁𝒅𝒊 is added to the IFFT, which is the receiving form of 𝑿
ഥ 𝒊 . The signal
scrambled signal 𝒀

is de-scrambled by 𝒌𝒊−𝟏 , which is generated from 𝑫𝒛,𝒊−𝟏 using a binarization operation at
the (𝑖 − 1)th frame, as follows:

𝒊 = 𝒀
ഥ 𝒊 .∗ 𝒌𝒊−𝟏 ,
𝒀

(22)
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 𝒊 denotes the phase-encryption output, the receiving form of 𝑿
 𝒊 . After obtaining
where 𝒀

 𝒊 , the symbols are de-permuted by 𝑴𝒚,𝒊−𝟏 produced by 𝑫𝒚,𝒊−𝟏 at the (𝑖 − 1)th frame as
𝒀
follows:

𝒊,
𝒀𝒊 = 𝑴𝒚,𝒊−𝟏 𝒀

(23)

where 𝒀𝒊 denotes the de-permuted frequency-domain OFDM signal, the receiving form

of 𝑿𝒊 . The QAM demodulator is finally applied, after that, an XOR decryption operation

by the key 𝑩𝒊−𝟏 , defined by the sequence 𝑫𝒙,𝒊−𝟏 , can be applied to 𝒀𝒊 to recover the data.
By obtaining the mutual information 𝐿 between the data sent by the legitimate

transmitter 𝑈 𝑇 and the data recovered by the snooper 𝑉 𝑆 , the security of our approach
can be quantitatively assessed supposing that every transmitted bit has an equal
probability of being zero or one. This can be described as follows [18]:
𝐿 = 𝐼(𝑉 𝑆 ; 𝑈 𝑇 )

= 𝐻(𝑉 𝑆 ) − 𝐻(𝑉 𝑆 ȁ𝑈 𝑇 ),

= 1 + 𝑃𝑠 𝑙𝑜𝑔2 𝑃𝑠 + (1 − 𝑃𝑠 )log 2 (1 − 𝑃𝑠 ),

(24)

where 𝑃𝑠 denotes the snooper bit error rate (BER); 𝐻 denotes the process of entropy.
Consequently, we can obtain the data secrecy capacity 𝐶𝑑 as follows:
𝐶𝑑 = max [𝐼(𝑈 𝑇 ; 𝑉 𝑟 ) − 𝐼(𝑈 𝑇 ; 𝑉 𝑆 )]

≥ 𝐻(𝑉 𝑟 ) − 𝐻(𝑉 𝑟 ȁ𝑈 𝑇 ) − (𝐻(𝑉 𝑆 ) − 𝐻(𝑉 𝑆 ȁ𝑈 𝑇 ))

(25)

= 𝑃𝑟 log 2 𝑃𝑟 + (1 − 𝑃𝑟 )log 2 (1 − 𝑃𝑟 ) − 𝑃𝑠 log 2 𝑃𝑠 − (1 − 𝑃𝑠 )log 2 (1 − 𝑃𝑠 ),
where 𝑉 𝑟 denotes the data retrieved by the legitimate receiver; 𝑃𝑟 indicates the
legitimate receiver’s BER.

3.

RESULTS AND DISSCUSSION

We performed Monte Carlo simulation to develop our hyperchaos-KG-OOFDM
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approach depicted in Fig.1. We utilized 64-QAM as a modulation scheme, 𝑁𝑑 = 512, and

𝒍𝑰 = 𝒍𝒑 =

𝑵𝒅
𝟖

. The BER simulation is shown in Fig. 2 along with 𝐶𝑑 and the key-mismatch

rate (KMR) performances of the proposed hyperchaos-KG-OOFDM (conducted using the
proposed phase-encryption process as well as polarity encryption, which was used by [5–

7]). The findings have been compared with traditional optical OFDM, i.e., DCO-OFDM [19],
with no key generation and encryption operations. In the simulation, a transmitter at
(2.5, 2.5, 3) with a 70 ° half-power semi-angle and 1-W power was used. A legitimate

receiver with a 85 ° half-angle field of view at (1.5, 1.5, 0) was utilized. As Fig. 2 reveals,
the KMR and BER performances of phase-encryption hyperchaos-KG-OOFDM are superior
to those of polarity encryption hyperchaos-KG-OOFDM due to distortion in the polarity
encryption of the OFDM subcarriers. Moreover, the BER output of hyperchaos-KGOOFDM with phase encryption is superior to that of standard optical OFDM. In essence,
the addition of scrambling enables our method to enhance the efficiency of BER optical
OFDM systems in addition to providing security support. For secrecy performance,
hyperchaos-KG-OOFDM has comparable performance for both polarity encryption and
phase encryption; secrecy capacity is not supported by conventional optical OFDM. Fig. 2
also indicates the snooper performance, which is located at (3, 3, 0). The hidden keys
were unknown to the snoopers, and they could not retrieve the data.
The time-domain OFDM 𝑺𝒊 PAPR has been calculated by [10]:
𝑚𝑎𝑥𝑘=1,…,ℓ𝑁𝑠 ȁ𝑆𝑖𝑘 ȁ2
‖𝑺𝒊 ‖2∞
𝑃𝐴𝑃𝑅𝑖 =
=
,
1 ℓ𝑁𝑠
1
∑𝑘=1ȁ𝑆𝑖𝑘 ȁ2
‖𝑺𝒊 ‖22
ℓ𝑁𝑠
ℓ𝑁𝑠

(26)

where ℓ denotes the oversampling factor, which is 10 in this work. According to (26),

when the frequency-domain OFDM subcarriers are in phase (or relatively in phase), higher
peaks can be observed in the time-domain OFDM samples. If the original input data
consists of images, then a number of correlation pixels will exist in the images. After
encoding and modulation, it is likely that some resulting subcarriers will be in phase or
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relatively in phase in the frequency-domain OFDM symbols. Accordingly, higher PAPR
values exist for the time-domain signals produced by traditional optical OFDM systems.
The phase encryption in the suggested approach reduces the probability of in phase and
relatively in phase symbols in the frequency-domain OFDM subcarrier. as a result, it
decreases the PAPR of the time-domain OFDM signal and improve the OFDM device
efficiency. Fig. 3 compares the hyperchaos-KG-OOFDM with traditional optical OOFDM,
from which it is evident that the proposed method improves the PAPR signal efficiency.
To investigate the sensitivity of our chaotic scheme, Fig. 4 shows the BER as a function
of the difference between two chaotic quantities, i.e. 𝑥1 and 𝑥2 . As depicted, the

encrypted data cannot be detected when the difference value is more than 10−15. This

indicates the high-security support by the method.

Fig. 2. Performance of the optical OFDM methods.

Fig. 3. PAPR of the optical OFDM methods.
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Fig. 4. Correlation matrix of the primary keys.

To investigate the

statistical feature of the proposed method, Fig. 5 gives The

histograms and Welch's power spectral densities of the clear and encrypted data. From Fig.
5, the redundancy in the clear image is hidden in the pixel distribution of the encrypted image
and there is no clue about the clear image. Also, from the figure, the fluctuant power
spectrum of the clear image is destroyed in the case of the encrypted image. Thus, our
method provides the capability against statistical attacks.

Figure 6 shows the matrix of normalized correlation for the 318 primary dynamic keys
retrieved throughout the whole communication time. A peak correlation can only be seen
among the identical keys, and a minimal correlation was demonstrated among the
different keys. Throughout the whole session, our approach produced uncorrelated keys
and, consequently, extremely different chaotic quantities that are modified for each
frame. Our approach, therefore, offers a high degree of confidentiality against statistical
and correlation attacks.
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(a)

(b)
Fig. 5. Histograms and Welch’s power spectral density. (a) Clear and (b) encrypted image

Figure 6. Correlation matrix of the primary keys.
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4.

CONCLUSION

In this paper, we proposed a hyperchaos-KG-OOFDM approach to enhance the
confidentiality of VLC systems. With the aid of a hyperchaotic 4D method, real bipolar
OFDM samples were utilized to generate dynamic cypher keys that are altered at each
frame, thereby ensuring a high degree of protection to counter statistical and correlation
attacks. Besides confidentiality support, our approach also decreases the PAPR and
improves the secrecy capacity and BER efficiency of OFDM-based VLC networks.
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Figure 1
Proposed hyperchaos-KG-OOFDM method
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Performance of the optical OFDM methods.

Figure 3
PAPR of the optical OFDM methods.
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Figure 5
Histograms and Welch’s power spectral density. (a) Clear and (b) encrypted image

Figure 6
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