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Abstract— Cloud computing allows clients uploading their 

sensitive data to the public cloud and perform sensitive 

computations in those untrusted areas, which drives to possible 

violations to the confidentiality of client sensitive data. By 

leveraging the program transformation and the Intel Software 

Guard Extension (SGX) technology, our proposed solution 

hides the security-sensitive statements inside an SGX enclave. 

Some former works have shown that most applications can run 

in their entirety inside trusted areas such as SGX enclaves, and 

that leads to a large trusted computing base (TCB). As a result, 

we analyze a case study in which we partition an application and 

use an SGX enclave to protect only security-sensitive statem-

ents, thus obtaining a smaller TCB. In this paper, we describe 

our case study that secures applications written in Java using 

Intel SGX technology. We analyzed our proposed solution using 

concrete examples to show how the confidentiality of security-

sensitive variables is protected. 

Keywords- Sensitive data; Confidentiality; SGX; Cloud 

computing; Program partitioning; Static analysis. 

1.  INTRODUCTION 

Applications have grown enormously in the public cloud, 
the total number of applications developed over the Cloud has 
raised intensely over the past few years. However, the security 
problems that threaten the public cloud are very serious. This 
threat poses a significant risk of application security in the 
public cloud. This also has a major impact on application 
security and privacy [1]. In general, the user’s application is 
required to be uploaded to and performed on the public cloud. 
However, public clouds are not as enough protected as users 
imagine. Security violation incidents and vulnerabilities found 
by researchers [3] appears most commonly. As a result, this 
can lead to violations of the confidentiality and integrity of 
security-sensitive data. Revealed incidents including the loss 
of confidentiality or integrity of data [6] increase these 
concerns. Under such a circumstance, a key solution to protect 
cloud users’ program confidentiality and integrity in the 
public cloud setting is required. One of the most important 
parts of the program is to 𝑝𝑟𝑜𝑡𝑒𝑐𝑡 𝑡ℎ𝑒 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙𝑖𝑡𝑦 𝑎𝑛𝑑 𝑖𝑛𝑡- 

𝑒𝑔𝑟𝑖𝑡𝑦 𝑜𝑓 𝑖𝑡𝑠 𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒 𝑑𝑎𝑡𝑎, which determines the important 
component in the program that must be protected its data 
against unintentional, unlawful, or unauthorized access, 
disclosure, or theft. 
One approach to address this problem is to protect the 
confidentiality of the security-sensitive data in the code that 
could be annotated by the developer, which is considered to 
be very helpful in protecting the confidentiality of the 
program. 

Therefore, several studies were investigating in protecting 
data confidentiality and integrity, in order to achieve the 
program confidentiality protection. The sensitive data in the 
program including global variables and local ones, which 
define the runtime checks, are a significant component of the 
program that needs first to be protected.  Several works [2] [9] 
aimed to extract the control flow and deploy it into a trusted 
environment. However, existing endeavors have various 
limitations. Some other efforts on protecting control flow and 
data flow confidentiality mainly leverage program 
transformation or distributed architectures. The results from 
the previous studies have limitations in the aspect of security 
[2] [15]. However, current works in this track either failed to 
grant high confidentiality guarantees or incurred high-
performance overheads. 

In this paper, we present and analyze our approach based 
on a fresh direction for securing applications in using trusted 
execution technologies offered by modern CPUs such as 
Intel’s Software Guard Extensions (SGX) [10].  SGX provides 
a trusted execution environment (TEE), called an enclave, that 
protects the integrity of the code and the confidentiality of the 
data inside it from other software, including the operating 
system and hypervisor. An enclave is a private memory region 
that is encrypted entirely by the hardware and isolated from 
the rest of the system, including higher-privileged system 
software. Our goal in this paper is to propose a security 
solution based on SGX technology that is applicable to most 
Java programs. Our proposed solution analyzes, partitions, 
and transforms existing Java applications for deployment of 
their sensitive parts and computations on enclaves as trusted 
applications. 
In general, our proposed solution goes through four main 
stages as follows. 
1. Data annotation stage. In this stage, a developer first anno-
tates interest variables in the source code of a Java program 
that contain sensitive data and whose confidentiality and 
integrity should be protected. In other words, the developer 
provides information about the sources (inputs) of sensitive 
data by annotating variables whose values must be protected 
in terms of confidentiality. 
2. Data analysis stage. Based on the annotation stage, our 
approach will use 𝑠𝑡𝑎𝑡𝑖𝑐 𝑝𝑟𝑜𝑔𝑟𝑎𝑚 𝑎𝑛𝑎𝑙𝑦𝑠𝑖𝑠 to find data and 
control dependencies on sensitive data. Our approach also 
uses 𝑠𝑡𝑎𝑡𝑖𝑐 𝑓𝑜𝑟𝑤𝑎𝑟𝑑 𝑠𝑙𝑖𝑐𝑖𝑛𝑔  to observe a subgraph with all 
statements in the Program Dependence Graph (PDG) [5] on 
which statements in source annotated contain a control and 
data dependence.  
3. Data partitioning stage. Based on stage (1) and (2), our 
solution will generate 𝑝𝑎𝑟𝑡𝑖𝑡𝑖𝑜𝑛 𝑑𝑒𝑡𝑎𝑖𝑙𝑠 (𝑃𝐷) that defines which 
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part of the code must be placed inside the enclave to protect 
the confidentiality of its data. PD also defines the transformed 
program (untrusted Java code) that will be performed in the 
public cloud while the sensitive data will be transmitted to an 
SGX enclave. 
4. Data Generation stage.  In this stage, our solution will 
demonstrate the computations of the 𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦 𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒 𝑠𝑡𝑎𝑡𝑒- 

𝑚𝑒𝑡𝑛𝑠  inside the enclave based on the output of PD. 
Moreover, this stage shows how we will return data from the 
enclave to the user enviro-nment. We also show how our 
approach reacts with the sensitive and insensitive code that 
will be deployed to the trusted area and untrusted area. 
Our contributions can be summarized as follows. 

• We propose a general solution, that protects the 

confidentiality of the security-sensitive data on most 

user-level programs that can be performed on the 

SGX-supported CPU. 

• We analyzed our proposed solution using concrete 

examples to show how the confidentiality of security-

sensitive variables is protected. 

2. BACKGROUND  

Securing application data is essential. Past scenarios have 
disclosed that data breaches and integrity violations can have 
a significant impact on users and the reputation of application 
providers. Today applications are often deployed in untrusted 
environments such as public clouds, managed by third-party 
providers. Although the application being vulnerable, the 
underlying infrastructure of the operating system (OS) and 
hypervisor may be untrusted by the application vendor, and 
software-based solutions executed as part of the OS [17] or a 
hypervisor [14] cannot secure or protect application data. 

2.1 Intel SGX.  

Intel’s Software Guard Extensions (SGX) [10] grants 
developers to move their sensitive parts of applications into a 
protected execution environment, called an enclave, in order 
to protect the confidentiality and integrity of code and data. 
Enclave code and data live in a region of protected memory 
called the enclave page cache (EPC). Only application code 
executing inside the enclave is authorized to access the EPC.  
Confidentiality of enclave memory is secured by transparent 
memory encryption achieved by the CPU. Enclaves calls 
(ecalls) can be used to enter an enclave and Outside calls 
(ocalls) can be used to call out of the enclave. Therefore, any 
interaction between the enclave and the OS via system calls, 
such as network, must execute outside of the enclave. SGX 
supports local attestation mechanism which allows an enclave 
to prove to another enclave that it has a particular digest and 
runs on the same processor. This privileged mechanism 
enables the deployment of enclaves that support remote 
attestation.  

2.2 Security with trusted execution.  

Next, we discuss the design space for protecting and securing 

application data using the trusted execution (i.e., the enclave). 

In Intel SGX, the size of the trusted computing base (TCB) 

contains the enclave code and trusted hardware. Thus, only 

some portions of an application that require access to 

sensitive data should be implemented inside an enclave. 

Some studies have resulted that increasing the code size leads 

to increasing the number of software bugs. As a result, 

increasing potential security vulnerabilities. In order to 

overcome this problem, it is important to minimize the size 

of the TCB. However, some factors impact the security of 

enclave data and code such as the complexity of the enclave 

interface. For instance, the security-sensitive code inside the 

enclave needs to interact with the non-enclave environment 

to call or return some data from/to the enclave.  

3. SYSTEM DESIGN 

3.1 Architecture.  

The architecture of our proposed solution is shown in Fig. 
1. For an original program P that the user aims to perform on 
the public cloud, our proposed solution must know which data 
is security-sensitive in the code of P. Hence, application 
developers are required to annotate one or more variables in 
the program to provide cues to the partitioning algorithm 

(stage ① in Fig. 1).  Once the sources (variables) are marked 

in the program, our proposed solution will perform static 

dataflow analysis without any input from the user (stage ② in 

Fig. 1). Based on the output of the dataflow analysis, our 
proposed solution will use the program dependence graph 
(PDG) to performs forward slicing in order to isolate the 
security-sensitive data from the code in the program, we call 
this 𝑡ℎ𝑒 𝑝𝑎𝑟𝑡𝑖𝑡𝑖𝑜𝑛 𝑑𝑒𝑡𝑎𝑖𝑙𝑠 (𝑃𝐷). PD defines which part of the 
code must be protected by the enclave. In other words, it 
partitions the original program P into a transformed program 
𝑃𝑇 and a 𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒 𝐸𝑥𝑡𝑎𝑐𝑡𝑒𝑑 𝐷𝑎𝑡𝑎 𝑀𝑎𝑡𝑟𝑖𝑥 (𝑆𝐸𝐷𝑀) which incl-

udes all the security-sensitive variables (stage ③ in Fig. 1). 

After the partitioning, PT will be uploaded to the public cloud 
(i.e., non-enclave area) and will be performed in the untrusted 
area. 𝑆𝐸𝐷𝑀 will be transmitted to an SGX enclave. Notice 
that the user necessarily needs to transmit the 𝑆𝐸𝐷𝑀 in an 
encrypted manner, marked as 𝐸(𝑆𝐸𝐷𝑀), to the enclave side. 
In the enclave, we perform necessary computations for all 
security-sensitive statements inside the enclave based on 

𝑆𝐸𝐷𝑀  (stage ④ in Fig. 1). We provide further discussion 

about each stage in the following sections. 

2.3 System Design.  

Overview. In this section, we present our proposed 
solution, a new approach for securing Java applications using 
Intel SGX. This solution is built upon hiding the sensitive data 
of a Java program in terms of code confidentiality. Our 
approach starts with static dataflow analysis supported by data 
annotation of propagating statements with appropriate 
information (Sect. 3.2.1). Therefore, We can classify the 
annotated statements (Sect. 3.2.2) and capture a bunch of the 
statements that will generate a secure partition (Sect. 3.2.3) to 
be deployed on an SGX enclave (Sect. 3.2.4). For the 
partitioning goal, we define all the statements that deliver 
confidential data from a certain variable to another one in a 
given context across reachable paths. To this end, we will 
apply static dataflow analysis and expand it to accurately capt-



ure contextual information by annotating statements that 
propagate variables from sources to sinks. We follow a 
standard dataflow analysis algorithm [13] to capture sensitive 
information for a propagating variable statement in a tag 
t<source, successor>, where the source is an incoming 
security-sensitive variable (predecessor flow), a successor is a 
security-sensitive variable propagating further (successor 
flow). The four main stages in our proposed solution can be 
explained in detail as follows. 

3.2.1 Data Annotation Stage.  

In this stage, our proposed solution must know which 
variables are sensitive in the program. In other words, the 
developer should provide information about the sources of 
sensitive data by annotating variables whose values must be 
protected in term of confidentiality. These annotated variables 
marked as 𝑆𝐴. To clearly understand how a developer marks 
security-sensitive data in a Java program, we consider a piece 
of code in Fig. 2. 

1. public class AnotationEx { 
2.     public void main() { 
3.      @Private int x = 0; // Sensitive source – Marked by the developer 
4.       int y = 4; 
5.       int z= 2;   
6.       x = y + 3;             // Sensitive statement – Marked by the algorithm 
7.       float total = 0.0; 
8.       boolean flag; 
9.       if (x < y)              // Sensitive statement – Marked by the algorithm 
10.        { 
11.          total += x;        // Sensitive statement – Marked by the algorithm 
12.          flag = true;  
13.          int c := z++; 
14.          return total;    // Sensitive statement – Marked by the algorithm 
15.          …. 
16.        } 
17.     } 
18. } 

 

Figure 2:  The annotation process for a simple Java program. 

Only variable 𝑥 at line 3 is annotated as a security-sensitive 
variable, indicating that all the variables in line 6,9,11 and 14 
become sensitive variable due to the information flow from 
the annotated variable 𝑥 to these statements. Therefore, the 
annotated statement and all its related security-sensitive state-
ments must be stored and computed inside a special SGX 
enclave. Although there is 𝑖𝑛𝑓𝑜𝑟𝑚𝑎𝑡𝑖𝑜𝑛 𝑓𝑙𝑜𝑤 from 𝑧 to 𝑐  at 
line 13, it is considered as normal data, because neither varia-
ble 𝑧 nor 𝑐 has an interaction with the annotated variable 𝑥. 
Meaning that variable 𝑧 and 𝑐 are cleartext. Thus, they will be 
executed in the untrusted area including all other statements 
that have no interactions with the annotated variable.  

3.2.2 Data Analysis Stage.  

Based on the annotated sources code 𝑆𝐴, our approach will 
distinguish a part of the code that will be considered as 
sensitive-code from the one who is considered as insensitive 
code. Therefore, the data analysis stage will identify all 
security-sensitive statements in the program that possess 
dependencies on the set of all annotated statements 𝑆𝐴. The 
proposed solution will use static dataflow analysis [13] to 
examine all security-sensitive statements. Static dataflow 
analysis is workload independent and therefore conservative 
decisions must be made about dependencies. 

Our proposed solution for analyzing and extracting security 
sensitive variables in a program is based on a standard data-
flow analysis algorithm [13]. In order to extract all security-
sensitive variables in a Java code, we will transform the 
original code into another representation. Based on the 
standard approach’s analysis, we will also use the standard 
program dependence graph (PDG) [5]. Where in the standard 
PDG, vertices represent statements and edges are both data 
and control dependencies between statements. An alternative 
approach relied on program dependence graphs PDG. 
Therefore, we can use a slicing technique mainly based on the 
graph-reachability problem over PDG [13]. PDGs are 
considered efficient representations for program slicing [13]. 
The program slicing technique was instructed as a sequence 
of data flow analysis problems [7]. Using a standard dataflow 
analysis algorithm and 𝑃𝐷, our approach will obtain the set of 
all security-sensitive statements as follows. 
Firstly, in term of 𝑆𝑡𝑎𝑡𝑖𝑐 𝑑𝑎𝑡𝑎𝑓𝑙𝑜𝑤 𝑎𝑛𝑎𝑙𝑦𝑠𝑖𝑠 and by given 𝑆𝐴 
and 𝑃𝐷, our approach will use graph-reachability to observe a 
subgraph 𝑃𝐶of 𝑃𝐷which contains all statements with a transi-
tive control/data dependence on statements in 𝑃𝐷 (i.e. vertices 
reachable from statements in 𝑆𝐴via edges in Pd). For statem-
ents in 𝑆𝐴that are annotated as sensitive data in the program, 
our approach will use an encryption method [8] to perform 
encryption on the sensitive data before placing it inside the 
enclave (i.e., 𝐸(𝑆𝐸𝐷𝑀)), see Fig. 3. 
Secondly, given 𝑆𝐴and 𝑃𝐷, our approach uses 𝑆𝑡𝑎𝑡𝑖𝑐 𝑓𝑜𝑟𝑤𝑎𝑟𝑑 

𝑠𝑙𝑖𝑐𝑖𝑛𝑔 to observe a subgraph 𝑃𝐹with all statements in 𝑃𝐷on 
which statements in 𝑆𝐴contain a control/data dependence (i.e. 
all vertices from which statements in 𝑆𝐴  are reachable via 𝑃𝐷).  
Thirdly, the set of all sensitive statements 𝑆𝑇is taken by com-
bining 𝑃𝐶  and 𝑃𝐹 . As a result, our proposed solution constructs 

Figure 1: The Architecture of the proposed solution Engine. 
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a new step, we call this the 𝑝𝑎𝑟𝑡𝑖𝑡𝑖𝑜𝑛 𝑑𝑒𝑡𝑎𝑖𝑙𝑠 (𝑃𝐷) (see next 
section).  

3.2.3 Data Partitioning Stage.  

In this stage, we define which part of the code must be 
placed inside the enclave to protect the confidentiality of 
security-sensitive data. Based on static program analysis, we 
will define the code that will be performed in the enclave. As 
a result, this will define the enclave boundary interface of the 
sliced code which includes 𝑒𝑐𝑎𝑙𝑙  and 𝑜𝑐𝑎𝑙𝑙  to the untrusted 
area. Our approach constructs 𝑝𝑎𝑟𝑡𝑖𝑡𝑖𝑜𝑛 𝑑𝑒𝑡𝑎𝑖𝑙𝑠 (𝑃𝐷) from 𝑆𝑇 

with the set of security-sensitive variables, these sensitive 
variables will be stored in the 𝑆𝐸𝐷𝑀 in order to transmit them 
to the enclave area in an encrypted manner. The PD contains 
all statements’ variables that include at least one variable in 
𝑆𝑇 . It also includes the transformed program 𝑃𝑇 . It also 
provides 𝑠𝑝𝑒𝑐𝑖𝑎𝑙 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑒𝑐𝑎𝑙𝑙  to the non-enclave code to 
retrieve these security-sensitive variables when needed. 
However, our proposed solution will generate a tuple for each 
security-sensitive statement inside the 𝑆𝐸𝐷𝑀, marked as 𝐿(𝑠). 
In General, PD  contains two main components, 𝑆𝐸𝐷𝑀  that 
will be deployed to the trusted area (i.e., the enclave), and the 
transformed program 𝑃𝑇 that the user aims to execute on the 
public cloud. The transformation will be achieved at the user’s 
zone inside PD. In the whole process, the insensitive variables 
remain in the user’s zone or in the untrusted area. Only the 
security-sensitive variables in the program will be passed to 
the enclave. As a result, this will create an enclave boundary 
interface that establishes all security-sensitive variables 
transmitted to enclave functions and performs all necessary 
computations inside the enclave and returns the results to 
outside the enclave (i.e., the user environment). In the 𝑆𝐸𝐷𝑀, 
for each security-sensitive statement, a tuple will be created, 
recording some information of that statement. In general, our 
proposed solution checks each security-sensitive statement to 
know whether it’s an expression statementor control flow sta- 

tement  As a result, during the transformation process, our 
proposed solution replaces each sensitive expression statem-
ent in the code with bracket 1. Where bracket 1 includes two 
functions, i) the 𝑠𝑡𝑚𝑡𝑒𝑥𝑡𝑟𝑎𝑐𝑡  function and ii) the 𝑠𝑡𝑚𝑡𝑟𝑒𝑡𝑢𝑟𝑛 
function. The 𝒔𝒕𝒎𝒕𝒆𝒙𝒕𝒓𝒂𝒄𝒕 function uses to extract all variables 
from each security-sensitive statement in the code and store 
them in the 𝑆𝐸𝐷𝑀. For each security-sensitive statement in the 
𝑠𝑡𝑚𝑡𝑒𝑥𝑡𝑟𝑎𝑐𝑡 function, a tuple will be created, called 𝐿(𝑠𝑡𝑚𝑡), 
and records the statement id 𝑠𝑡𝑚𝑡𝑖𝑑 that will be used to pick 
up the certain statement during the execution of the program 
inside the enclave, statement type 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 that will be used to 

determine the type of statement (either expression statement 

< 𝑠𝑡𝑚𝑡𝑒𝑥𝑡𝑟𝑎𝑐𝑡(𝐿(𝑠𝑡𝑚𝑡),𝑠𝑡𝑚𝑡𝑖𝑑), 𝑠𝑡𝑚𝑡𝑟𝑒𝑡𝑢𝑟𝑛(𝐿(𝑒𝑛𝑐𝑠𝑡𝑚𝑡),𝑠𝑡𝑚𝑡𝑖𝑑)> (1) 

or control flow statement), variable type 𝑣𝑎𝑟𝑡𝑦𝑝𝑒  that 

determine the data type of each variable in the security-
sensitive statement based on its index in Table 1, the left 
operand , 𝑙𝑒𝑓𝑡𝑜𝑝, the right operand 𝑟𝑖𝑔ℎ𝑡𝑜𝑝, and the operator of 

the statement 𝑠𝑡𝑚𝑡𝑜𝑝  (bracket 2). The 𝒔𝒕𝒎𝒕𝒓𝒆𝒕𝒖𝒓𝒏  function, 

this function will be used to retrieve the return values of each 
statement that will be computed inside the enclave based on 
our scheme in Fig. 4. For each statement inside the enclave, 

there will be a return value; those return values will be 
generated based on the switch-case statement code in each 
function (i.e., 𝒔𝒕𝒎𝒕_𝒆𝒙𝒑 function or 𝒔𝒕𝒎𝒕_𝒄𝒇 function). 

< 𝑠𝑡𝑚𝑡𝑖𝑑 , 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 , 𝑣𝑎𝑟𝑡𝑦𝑝𝑒 , 𝑙𝑒𝑓𝑡𝑜𝑝, 𝑟𝑖𝑔ℎ𝑡𝑜𝑝, 𝑠𝑡𝑚𝑡𝑜𝑝 > (2) 

A special function will be executed inside the enclave. The 
idea of the special function is as follows. Based on the statem-
ent id 𝑠𝑡𝑚𝑡𝑖𝑑 and statement type 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 , it will look up the 

𝑆𝐸𝐷𝑀, identifying the proper tuple and choose the required 
variables from 𝐿(𝑠)  based on variable type 𝑣𝑎𝑟𝑡𝑦𝑝𝑒  and its 

index in Table 1, and then return the evaluation result of a 
certain statement to the user environment (see Fig. 3). In Table 
1, we assume different encoding for each primitive data type 
in Java (i.e. byte, short, int, long, float, double, boolean, char), 
plus the object type. 

Table 1. Primitive data types indexes 
 

Data type 𝒊𝒏𝒕 𝒅𝒐𝒖𝒃𝒍𝒆 𝒇𝒍𝒐𝒂𝒕 𝒍𝒐𝒏𝒈 𝒃𝒚𝒕𝒆 𝒔𝒉𝒐𝒓𝒕 𝒃𝒐𝒐𝒍𝒆𝒂𝒏 𝒄𝒉𝒂𝒓 𝒐𝒃𝒋𝒆𝒄𝒕 

Index 0 1 2 3 4 5 6 7 8 

 

In our solution, for each boolean type, we will convert true 
and false to 1 and 0, respectively. We also use the hash code 
(an integer) to represents each object type. Based on bracket 1 
and 2, our proposed solution will store the security-sensitive 
statements of the simple code in Fig.2 as it shows in Table 2.  

Table 2. The sensitive statements of Fig.2 inside the 𝑺𝑬𝑫𝑴. 
 

𝒔𝒕𝒎𝒕𝒊𝒅 𝒔𝒕𝒎𝒕𝒕𝒚𝒑𝒆 𝒗𝒂𝒓𝒕𝒚𝒑𝒆 𝒍𝒆𝒇𝒕𝒐𝒑 𝒓𝒊𝒈𝒉𝒕𝒐𝒑 𝒔𝒕𝒎𝒕𝒐𝒑 

0 0 0 00 𝑛𝑢𝑙𝑙 𝑛𝑢𝑙𝑙 

1 0 0 4 𝑛𝑢𝑙𝑙 𝑛𝑢𝑙𝑙 

2 0 0 01 3 + 

3 0 2 0.0 𝑛𝑢𝑙𝑙 𝑛𝑢𝑙𝑙 

4 1 𝑛𝑢𝑙𝑙 00 01 < 

5 0 2 20 00 + 

6 0 2 20 𝑛𝑢𝑙𝑙 𝑛𝑢𝑙𝑙 

Table 2 shows how we store the security-sensitive statements 
of the simple program in Fig. 2. The first column in Table 2 
represents the statement id that will be generated for each state-
ment in Fig.2, hence, we generate a sequence unique number 
for each security-sensitive statement. The second column 
represents statement type; for each security-sensitive state-
ment, we use 0 or 1 to assign the expression statement or the 
control flow statement, respectively. For instance, the state-
ment at line 9 in Fig. 2 is a control flow statement, thus we 
will encode it by 1. Notice that the other security-statements 
in Fig. 2 will be encoded as zeros because all of them are expr-
ession statements. The third column represents the variable 
type which will store the data type of each statement; there-
fore, we pick up the proper data type from Table 1 based on 
its definition in Fig.2. The fourth and fifth columns represent 
the left and right operand in each statement, respectively. 
Notice that if the value of the left or the right operand is 
constant, we will store the actual value in the tuple, otherwise, 
we will retrieve its position from the corresponding array that 
will be generated inside the enclave (see Table 3).  The last 
column in Table 2 stores the actual operator of each security-
sensitive statement in Fig. 2. Table 2 shows all security- 
sensitive statements in Fig. 2, where the 𝑠𝑡𝑚𝑡𝑖𝑑  (0),  
𝑠𝑡𝑚𝑡𝑖𝑑 (1),  𝑠𝑡𝑚𝑡𝑖𝑑 (2),  𝑠𝑡𝑚𝑡𝑖𝑑 (3),  𝑠𝑡𝑚𝑡𝑖𝑑 (4),  𝑠𝑡𝑚𝑡𝑖𝑑 (5),  𝑠𝑡𝑚𝑡𝑖𝑑  (6), 
represents lines 3,4,6,7,9,11 and 14, respectively.



 3.2.4 Data Generation Stage.  

      The data generation stage demonstrates the whole comp-

utations of the security sensitive statements inside the enclave 

based on 𝑡ℎ𝑒 𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒 𝐸𝑥𝑡𝑟𝑎𝑐𝑡𝑒𝑑 𝐷𝑎𝑡𝑎 𝑀𝑎𝑡𝑟𝑖𝑥 (𝑆𝐸𝐷𝑀). Mor-

eover, it illustrates the return values that will be transmitted 

from the enclave to the user environment as it is shown in 

Fig. 3. Fig. 3 demonstrates the execution process of the sensi-

tive and insensitive statements of the program in Fig. 2. After 

partitioning the program, we will get two partitions, the 

sensitive one which includes all security-sensitive statements 

and the insensitive one which contains all cleartext state-

ments. The statements in the sensitive part will be transmitted 

to the enclave, where the insensitive ones will be transmitted 

to the untrusted area. After performing all the necessary 

computations inside the enclave based on our scheme in Fig. 

4, the returns values will be encrypted inside the enclave 

using an encryption method and sent to the user environment. 

We assume that the user environment is a secured area, 

therefore, we will decrypt the return values in the user 

environment using a corresponding decryption method to 

ensure that the returned data will be accessed only by a 

trusted user and thus cannot be leaked out to the attacker. As 

it is illustrated in Fig. 3, the return value is the variable 𝑡𝑜𝑡𝑎𝑙, 

thus, this value will be encrypted 𝐸(𝑡𝑜𝑡𝑎𝑙) inside the enclave 

and then transmitted it to the user environment in an encry-

pted manner. In the user environment, the return value will 

be decrypted 𝐷(𝐸(𝑡𝑜𝑡𝑎𝑙)) using the same encryption method 

that is used inside the enclave. The design scheme of our 

proposed solution inside the enclave is shown in Fig. 4. We 

define an interface to create several arrays, where each array 

contains values with the same type and different arrays have 

different types (see Table 3). We use these arrays to store the 

actual values of sensitive variables, thus, we only store their 

positions in the tuples instead of storing the actual values and 

that is because we aim to secure the actual variables inside 

the enclave. Therefore, we can read the actual sensitive 

variables using their positions in each matching array. In our 

scheme, we read these arrays’ positions in order to obtain the 

actual values of each sensitive variable and then perform 

necessary computations on it. In Fig. 4, we show how we will 

 

Table 3. The actual values of the program in Fig.2 inside the enclave. 
Sequence Data type Position-0 Position -1 Position -2 Position -3 

0 int 0 4 … … 

1 double    … 

2 float 7   … 

3 long    … 

…. …. … … … … 
 

compute lines 6 and 9 in Fig. 2 and how their return values 

will be achieved. For each an executed statement inside the 

enclave, return value will be generated and sent to the user 

environment. We use the switch-case statement inside the 

enclave to determine which type of the statement that will be 

executed based on statement type 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 (i.e., expression 

statement or control flow statement). After each execution, a 

tuple  will  be created  (bracket 3)  in  𝑡ℎ𝑒 𝑠𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑒𝑡𝑢𝑟𝑛𝑒𝑑 

𝐷𝑎𝑡𝑎 𝑀𝑎𝑡𝑟𝑖𝑥 (𝑆𝑅𝐷𝑀), which can be used to store returned 

values of each executed statement. Then, the 𝑆𝑅𝐷𝑀 will be 

signed and encrypted inside the enclave and sent to the user 

environment (see Fig. 4). In the user environment, we will 

handle the corresponding decryption operations. Thus, we 

decrypt the received data matrix (i.e., 𝑆𝑅𝐷𝑀 ) in the user 

environment and pick the proper return value for each 

statement based on the statement id and statement type in the 

given matrix (𝑆𝑅𝐷𝑀). Notice that both the user environment 

and enclave use the same encryption method [8]. 

< 𝑟𝑒𝑡𝑖𝑑, 𝑠𝑡𝑚𝑡𝑖𝑑 , 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 , 𝑠𝑡𝑚𝑡𝑟𝑒𝑡 > (3) 

The above tuple records the return id 𝑟𝑒𝑡𝑖𝑑 , the statement 

id  𝑠𝑡𝑚𝑡𝑖𝑑 , statement type  𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 , and the return value 

𝑠𝑡𝑚𝑡𝑟𝑒𝑡 of each returned statement. In our scheme, we define 

two functions, one for executing expression statement, 

referred to as 𝒔𝒕𝒎𝒕_𝒆𝒙𝒑  function and the other one for 

executing control flow statements, referred to as 𝒔𝒕𝒎𝒕_𝒄𝒇.   

Based on the statement type (𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒), both functions can 

be invoked from a special function in the enclave, called 

𝒎𝒂𝒊𝒏_𝒔𝒕𝒎𝒕𝑭𝒏. The difference between 𝒔𝒕𝒎𝒕_𝒆𝒙𝒑  function 

and 𝒔𝒕𝒎𝒕_𝒄𝒇  function is that in the 𝒔𝒕𝒎𝒕_𝒆𝒙𝒑  function we 

have return values that will be sent to the user environment 

in an encrypted manner, called 𝐸(𝑆𝑅𝐷𝑀), where the 𝒔𝒕𝒎𝒕_𝒄𝒇 

function returns a boolean value (either true of false) to 

determine whether the condition of the control flow statement 

Partition process 

E(total) 

The Transformed Program PT (untrusted area) 

 

int z= 2;   

boolean flag; 

flag = true; 

int c = z++; 

The sliced code (sensitive statements)-(trusted area) 

int x = 0; 

int y = 4; 

x = y + 3;   

float total = 0.0;  

if (x < y)               

total += x; 

return total; 

User Environment  

 

D(E(total)) → total 

The Original Program P 

Figure 3. The statements execution of the program in Fig. 2 
 



is executed successfully.  In the user environment, we use the 

𝒔𝒕𝒎𝒕𝒓𝒆𝒕𝒖𝒓𝒏 function in bracket 1 with its tuple in bracket 3 

to retrieve the return values of each switch-case statement 

from 𝐸(𝑆𝑅𝐷𝑀).  

4. CASE STUDY 

In this section, we perform a case study of our proposed 

solution by applying it to the binary search application in Fig. 

5, a real java application which is a search algorithm that 

finds the position of a target value within a sorted array. 

4.1 Data Annotation. 

In this section, we assume that the 𝑠𝑒𝑎𝑟𝑐ℎ 𝑘𝑒𝑦 in Fig. 5 

is sensitive, variables that interact with the search key are 

security-sensitive variables. Thus, the annotation process in 

line 19 in Fig. 5 marks the content of the variable 𝑘𝑒𝑦, as 

security-sensitive data. Notice that the statements in the 

function 𝑏𝑖𝑛𝑎𝑟𝑦𝑠𝑒𝑎𝑟𝑐ℎ  at line 4,5,6,7,9,10, and 12 are 

become security-sensitive statement due to the information 

flow (see 3.2.2).  

4.2 Dataflow Analysis.  

Next, our proposed solution must recognize the annotat-

ion variables and PDG. In this stage, two main steps will be 

performed as follows. 

(1) Static dataflow analysis. For analyzing and extracting 

security-sensitive variables in Fig. 5, we will follow a 

standard dataflow analysis algorithm [13] to capture all the 

security-sensitive information based on the annotated vari-

able in the program.  

(2) Static forward slicing. In our proposed solution, we will use 

FlowDroid [13] to perform forward slicing in order to find a 

subgraph with all statements in PDG on which statements in 

the variable key (i.e., the annotated variable) have a control 

and data dependence. As it shows in Fig. 6, the sliced state-

ments are highlighted in yellow color, while the cleartext 

ones are highlighted in blue color. We consider the highligh-

ted statements in yellow as security-sensitive statements, 

while the ones in blue are cleartext statements. Figures 5 and 

6 illustrate the original binary search and the sliced one, 

respectively. 

4.3 Data partitioning and transformation. 

In this part, we show how our proposed solution will 

store sensitive variables that will be transmitted to the enclave 

and the rest of the code that will be deployed to the untrusted 

area. After performing slicing on the binary search applicat-

ion, we will perform the transformation process on the code 

and we target on the sliced part in particular. For each expres-

sion statement and control flow statement in the sliced part, 

we replace it by bracket 2 in order to extract all the security-

sensitive variables. As a result, we store all the variables in 

the 𝑆𝐸𝐷𝑀. Based on Sect. 4.1 and 4.2, our proposed solution 

constructs the 𝑝𝑎𝑟𝑡𝑖𝑡𝑖𝑜𝑛 𝑑𝑒𝑡𝑎𝑖𝑙𝑠 (𝑃𝐷)which contains security-

sensitive variables and insensitive ones. Therefore, we use the 

𝒔𝒕𝒎𝒕𝒆𝒙𝒕𝒓𝒂𝒄𝒕 function to extract all variables from each sensit-

ive statement in the sliced part and store them in the 𝑆𝐸𝐷𝑀  
 

1: class BinarySearch{ 

2: public static int binarySearch(int arrBS[], int low, int high, int key) 

3:       { 

4:          if (high >= low) { 

5:          int mid = low + (high - low)/2; 

6:          if (arrBS [mid] == key) { 

7:          return mid; 

8:          } 

9:          if (arrBS [mid] > key) { 

10:          return binarySearch (arrBS, low, mid-1, key); 

11:          } else { 

12:          return binarySearch (arrBS, mid+1, high, key); 

13:          } 

14:       } 

15:       return -1; 

16:    } 

17:    public static void main (String args[]) { 

18:       int arrBS[] = {3, 5, 6, 8, 11, 12, 14, 15, 17, 18}; 

19:       @private int key = 8; // Sensitive source – Marked by the developer 

20:       int last=arrBS.length-1; 

21:       int result = binarySearch(arrBS,0, last, key); 

22:       if (result == -1) 

23:          System.out.println("Element is not exist!"); 

24:       else 

25:          System.out.println("Element is found at index: "+result); 

26:       } 

27:  } 

Figure 5:  The Binary Search Application. 

Figure 4. The processes execution sequence inside the enclave 
 

E(SRDM) 

 

The encrypted data matrix (SRDM) for the return values 

Sensitive Extracted Data Matrix (SEDM)for(stmtextract) 

 

< 𝟐, 𝟎, 𝟎, 𝟎𝟏, 𝟑, " + " >  // for Exp_statement (1) 
< 𝟑, 𝟏, 𝐧𝐮𝐥𝐥, 𝟎𝟎, 𝟎𝟏",<" > // for CF_statement(2) 

< 𝑠𝑡𝑚𝑡𝑖𝑑 , 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 , 𝑣𝑎𝑟𝑡𝑦𝑝𝑒 , 𝑙𝑒𝑓𝑡𝑜𝑝, 𝑟𝑖𝑔ℎ𝑡𝑜𝑝 , 𝑠𝑡𝑚𝑡𝑜𝑝 > 
 

Boolean main_stmtFn (stmt_type) 

switch (stmt_type) { 

        Case 2: 

           stmt_exp (sen_list, stmt_id); 

                 Case 3: 

           stmt_cf (sen_list, stmt_id); 

stmt_exp (sen_list, stmt_id) 

   {switch (stmt_id) { 

     Case 2: 

        return  sen_list[4] + sen_list[3]; 

 ….. 

 

Boolean stmt_cf (sen_list, stmt_id) 

   {switch (stmt_id) { 

     Case 3: 

        return  sen_list[7] > sen_list[4]; 

 ….. 

Enclave area 

Sensitive Returned Data Matrix (SRDM)for(stmtreturn) 

 

< 𝟎, 𝟐, 𝟎, 𝟕 >  // return value of statement (1) in stmt_exp function 
< 𝟏, 𝟑, 𝟏, 𝒇𝒂𝒍𝒔𝒆 >  // return value of statement (1) in stmt_cf function 

< 𝑟𝑒𝑡𝑖𝑑 , 𝑠𝑡𝑚𝑡𝑖𝑑 , 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 , 𝑠𝑡𝑚𝑡𝑟𝑒𝑡 > 
 

User Environment  

The returned data 

D(E(SRDM)) → SRDM 

 



based on bracket 2 (see 3.2.3). Table 4 shows how the 

security-sensitive statements in Fig. 6 will be stored in the 

𝑆𝐸𝐷𝑀 . Each statement ID in the table represents a single 

security-sensitive statement in the sliced code. Table 4 shows 
 

1: class BinarySearch{ 

2: public static int binarySearch(int arrBS[], int low, int high, int key) 

3:       { 

4:          if (high >= low) { 

5:          int mid = low + (high - low)/2; 

6:          if (arrBS [mid] == key) { 

7:          return mid; 

8:          } 

9:          if (arrBS [mid] > key) { 

10:          return binarySearch (arrBS, low, mid-1, key); 

11:          } else { 

12:          return binarySearch (arrBS, mid+1, high, key); 

13:          } 

14:       } 

15:       return -1; 

16:    } 

17:    public static void main (String args[]) { 

18:       int arrBS[] = {3, 5, 6, 8, 11, 12, 14, 15, 17, 18}; 

19:       @private int key = 8; 

20:       int last=arrBS.length-1; 

21:       int result = binarySearch(arrBS,0, last, key); 

22:       if (result == -1) 

23:          System.out.println("Element is not exist!"); 

24:       else 

25:          System.out.println("Element is found at index: "+result); 

26:       } 

27:  } 

 
 

Figure 6:  The sliced Binary Search Application. 

all the executed statements of the sliced code in Fig. 6. The 

𝑠𝑡𝑚𝑡𝑖𝑑 (0), 𝑠𝑡𝑚𝑡𝑖𝑑 (1),  𝑠𝑡𝑚𝑡𝑖𝑑 (2),  𝑠𝑡𝑚𝑡𝑖𝑑 (3),  𝑠𝑡𝑚𝑡𝑖𝑑 (4), and  𝑠𝑡𝑚𝑡𝑖𝑑 

(5) record the expression statement in line 19, the control 

flow statement in line 4, the expression statements in line 5, 

the control flow statement in line 6, the expression statements 

in line 7, and the control flow statement in line 9, respectively. 
Table 4. Sensitive variables of binary search application in the 𝑺𝑬𝑫𝑴. 

 

𝒔𝒕𝒎𝒕𝒊𝒅 𝒔𝒕𝒎𝒕𝒕𝒚𝒑𝒆 𝒗𝒂𝒓𝒕𝒚𝒑𝒆 𝒍𝒆𝒇𝒕𝒐𝒑 𝒓𝒊𝒈𝒉𝒕𝒐𝒑 𝒔𝒕𝒎𝒕𝒐𝒑 

0 0 0 8 𝑛𝑢𝑙𝑙 𝑛𝑢𝑙𝑙 

1 1 𝑛𝑢𝑙𝑙 01 00 >= 

2 0 0 02 4 𝑛𝑢𝑙𝑙 

3 1 𝑛𝑢𝑙𝑙 03 00 == 

4 0 0 02 𝑛𝑢𝑙𝑙 𝑛𝑢𝑙𝑙 

5 1 𝑛𝑢𝑙𝑙 02 3 > 

4.4 Data Generation. 

In this section, we show statements’ computations of the 

binary search application that will be executed inside and 

outside the enclave. As aforementioned in Sect. 4.3, the 

security-sensitive data will be transmitted to the enclave side 

in an encrypted manner (i.e. 𝐸(𝑆𝐸𝐷𝑀)). Once the enclave 

receives the 𝐸(𝑆𝐸𝐷𝑀) and verifies the execution environm-

ent, the enclave will be able to decrypt 𝐷(𝐸(𝑆𝐸𝐷𝑀)) using the 

corresponding decryption method. In accordance with our 

security model scheme in Fig. 4, we define an interface in the 

enclave that generates several arrays, where each array 

contains values with the same type and different arrays have 

different types (see Table 5). We use these arrays to store 

actual values of each variable in the sliced code, then we store 

their positions in tuples based on bracket 2 instead of storing 

actual values. As a result, we can pick actual variables using 

their positions in each array. Table 5 shows that we only have 

integer values in the binary search application, therefore, all 

the values will be stored in the integer array (i.e., in sequence 

0). Position-0, Position-1 and Position-2 store variables low 

high and mid, respectively. The positions of these three 

variables will keep on updating until we find the requited 

index of the search key element as it appears in Table 6. 
Table 5. Actual values of the binary search application inside the enclave. 

 

Sequence Data type Position-0 Position -1 Position -2 Position -3 

0 int 0 9 4 … 

1 double    … 

2 float    … 

3 long    … 

…. …. … … … … 
 

Table 6 demonstrates actual values of low, high and mid vari-

ables according to their execution sequence inside the encl-

ave. Eventually, we return the last row in Table 6 to the user 

environment. To do so, we define two functions inside the 

enclave (see sect. 3.2.4). Based on the statement type 𝑠𝑡𝑚𝑡𝑡𝑦𝑝𝑒 

Table 6. The execution sequence of Low, High, and Mid variables. 
 

Statement Execution sequence Low High Mid 

1 0 9 4 

2 0 3 1 

3 2 3 2 

4 3 3 3 

 

both 𝒔𝒕𝒎𝒕_𝒆𝒙𝒑 and 𝒔𝒕𝒎𝒕_𝒄𝒇 functions can be invoked from 

the main function 𝒎𝒂𝒊𝒏_𝒔𝒕𝒎𝒕𝑭𝒏 as it shows in Fig. 4. We 

compute all security-sensitive of expression statements and 

control fowl statements in functions 𝒔𝒕𝒎𝒕_𝒆𝒙𝒑 and 𝒔𝒕𝒎𝒕_𝒄𝒇, 

respectively. We will return all sensitive variables to the user 

environment. In the user environment, we will use the 

𝒔𝒕𝒎𝒕𝒓𝒆𝒕𝒖𝒓𝒏 function in bracket 1 with its tuples in bracket 3 

to retrieve all return values in 𝐸(𝑆𝑅𝐷𝑀).  

5. THE PROPOSED IMPLEMENTATION 

In this section, we briefly describe our implementation as 

follows. We will use EnerJ [4] to perform the annotation task. 

In EnerJ, they used the @𝐴𝑝𝑝𝑟𝑜𝑥  qualifier to explicitly 

annotate certain variables. In our proposed solution, we will 

reuse this qualifier by replacing @𝐴𝑝𝑝𝑟𝑜𝑥  with @𝑃𝑟𝑖𝑣𝑎𝑡𝑒 . 

Fig.2 shows how developers can reuse the new qualifier 

@𝑃𝑟𝑖𝑣𝑎𝑡𝑒 in order to annotate a certain variable in the code. 

Once the sources are marked in the program, the Soot frame-

work [12] can be used to analyze the original program and 

then transform it to another representation (i.e., the 3-address 

code). The Soot framework is an open source Java-based 

compiler tool. The program analysis and transformation can 

be performed in the (𝑗𝑡𝑝) phase in the execution of the Soot 

program. Then, will use FlowDroid [13], a dataflow analysis 

tool, an extension to the Soot framework to perform static 

dataflow analysis and forward slicing. The Enclave code will 

be implemented with Intel SGX SDK. Therefore, all the 

elements in the Enclave will be implemented in C++. The ele-

ments in the untrusted area will be implemented in Java. The 

two parts will be connected with Java Native Interface (JNI). 

6. RELATED WORK 

6.1 Program data Protection. 

Our previous work CFHider [9] aims to protect the 
control flow confidentiality in the public cloud setting. 
However, it hides conditions of branch statements to an 
opaque enclave and injects fake branch statements to obfus-
cate the control flow. Yongzhi Wang and Jinpeng Wei [2] 
proposed runtime control flow obfuscation (RCFO) to protect 

Sliced statements (sensitive stmts) Cleartext statements. 



the confidentiality of the outsourced program control flow. 
Glamdring [15] preserves data confidentiality using dataflow 
analysis and static backward slicing. 

6.2 Trusted hardware (SGX). 

CFHider [9] offering strict protection on the control flow 
confidentiality by leveraging SGX technology. It hides 
conditions of branch statements inside an SGX enclave. 
SecureKeeper [16] leverages SGX to preserve the confidenti-
ality and basic integrity of managed data. 

7. CONCLUSIONS  

We described our case study, the partitioning method that 
helps developers leverage the program transformation techni-
que and the SGX technology for securing the execution of 
Java applications. Our proposed solution uses static data-flow 
analysis to decide which security-sensitive statements of the 
application code to protect and offers promises that the confid-
entiality of application cannot be compromised. We focus on 
our solution to protect the computations of the expression 
statements and control flow statements in the public cloud 
environment. We analyzed our proposed solution using conc-
rete examples in Fig.2 and Fig. 5 to show how the confidentia-
lity of security-sensitive variables is protected. One limitation 
of our work is that it does not support function calls during the 
transformation process, thus, we do not move the function 
calls into the enclave. We plan to address this limitation in 
future work.  
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