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ABSTRACT 

We propose a steganographic scheme based on permutations, which improves the capacity of 

embedding information in a series of p host binary images. Given a host binary image block 

of size m x n bits and any embedding technique T, where T can hide Q(m, n) bits of data in 

the image; given p images, T can hide  p x Q(m, n) bits of data in these images. Our scheme 

improves the capacity of embedding information in p images such that, instead of p x Q(m, n) 

bits, it can hide  p x log2(p)  + p x Q(m, n)bits. The results which have been obtained by 

experiments, show that our model performs a better hiding process in terms of hiding 

capacity. 

 

KEYWORD 

Steganography , cover medium, binary image, stego-object, permutation, embedding capacity, 

brute-force attack. 

I. INTRODUCTION 

The word steganography is of Greek origin and means covered writing.  It is the hiding of a 

message within another (cover medium) such as web pages, images or text, so that the 

presence of the hidden message is indiscernible. Especially, images are the most popular 

cover media [1]. When a message is hidden in the cover medium, the resulting medium is 

called a stego-object. The key concept behind steganography is that the message to be 

transmitted should not be detectable with bare eyes. 

From the definition, Steganography is used to ensure data confidentiality, like encryption. 

However, the main difference between them is that with encryption, anybody can see that 

both parties are communicating in secret. Steganography hides the existence of a secret 

message and in the best case nobody can detect the presence of the message. When combined, 

steganography and encryption can provide more security.  

Steganography dates back to ancient Greece, where common practices consisted of etching 

messages in wooden tablets and covering them with wax. With the modernization of cover 

media, many other techniques have since been proposed, like Least Significant Bit 

Replacement (LSB) [2], F5 [3] and many others [4,5], for instance. 

In this paper, we propose a steganographic scheme based on permutations, which improves 

the capacity of embedding information in a series of p host binary images.  
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More precisely, given a host binary image block of size m x n bits and an embedding 

technique T, T can allow to hide Q(m, n) bits of data in the image. Given p images, T can hide 

p x Q(m, n) bits of data in these images. Our scheme improves this capacity. This means that, 

instead of px Q(m, n) bits, it can hide  p x log2(p)  + p x Q(m, n)bits. The sender and the 

receiver share a permutation protocol. To illustrate this, we use the scheme proposed by H.-K. 

Pan et al. [6] in which given a binary image block of m x n size bits, E(log2(mn+1)) bits can 

be hidden in that block, where E(x) denotes the whole lower part of x. 

The rest of the paper is organized as follows: in section 2, we present some preliminaries that 

lead us to the design of our scheme. Then, we present the basic idea in section 3. Section 4 

concerns the presentation of our scheme. Experimental results and discussion are stated in 

section 5. The security of the scheme is shown in section 6 and finally section 7 is devoted to 

the conclusion. 

II. PRELIMINARIES 

Issues that most of the existing hiding techniques are trying to solve in steganography, no 

matter what kind of cover medium is used, are related to the embedding capacity and the 

security. Thus, in order to design a scheme that takes into consideration these two parameters, 

we have selected a particular medium to hide our secret data: binary images; and focused our 

work on how to take advantage of permutations to generate innocent-looking images and by 

the same way increase their embedding capacity without neglecting their security. 

In this light, we found much interest in the work of H.-K. Pan et al [6] who defined a secure 

data hiding scheme for two-color images. We equally probed into permutation algorithms in 

order to employ the power of permutations. In our literature therefore, our interest fell on the 

unranking and ranking permutation algorithms of W. Myrvold and F. Ruskey [7], detailed in 

the section below. 

 

1. Permutation Generation Methods 

Permutation is one of the most important combinatorial object in computing, and can be 

applied in various applications, for example, the scheduling problems. Permutation generation 

can form the basis of a backtracking program to solve any problem involving reordering a set 

of items. It is well-known that, for n distinct items, the total number of permutations is n!. 

Permutation generation has a long history. Surveys in the field have been published in 1960 

by D.H. Lehmer [8]. Several authors [7, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22] 

have developed many methods to generate all the possible permutations of n elements. 

Also, several works [23, 24, 25, 26, 27, 28] in steganography taking advantage of 

permutations have been done. H. Hioki [25] in 2013, proposed a permutation steganography, 

which is an effective method for hiding messages provided where the contents of cover 

objects are not affected by the rearrangement of their elements. Liu and Lee [28] proposed a 



 

 

reversible image steganography method based on pixel value ordering (PVO) to improve the 

steganographic capacity. 

 In their paper, W. Myrvold and F. Ruskey [7] proposed a ranking function for the 

permutations on n symbols which assigns a unique integer in the range [0, n! – 1] to each of 

the n! permutations. Also, they proposed an unranking function to  which, given an integer r 

between 0 and n! - 1, the value of the function is the permutation of rank r. Their algorithms is  

presented below [7]. 

a. Unranking function 

First of all, recall that a permutation of order n is an arrangement of n symbols. An array π[0 

… n-1] is initialized to the identity permutation π[i] = i, for i= 0, 1, … n-1. 

  

Procedure unrank (n, r, π)[7] 

begin 

if n > 0  then 

swap(π[n-1], π[r mod n]); 

unrank(n-1, E( r /n) , π); 

end;  

end; 

 

Note: swap(a, b) exchanges the values of variables a and b. 

b. Ranking function 

To rank, first compute π-1. This can be done by iterating 

π-1 [π[i]] = i, for i=0, 1,…, n-1. 

In the algorithm below, both π and π-1 are modified. 

function rank (n, π, π-1):integer [7] 

begin 

if n = 1  then return(0) end; 

s:=π [n-1] ; 

swap(π[n-1], π[π-1 [n-1]]) ; 



 

 

swap(π-1 [s], π-1 [n-1]) ; 

return (s+n x rank(n-1, π, π-1)) ;  

end; 

 

2. Two-Color Image Data Hiding 

As previously mentioned, H.-K. Pan et al. in [6], presented a secure data hiding scheme for 

two-color images. In their method, given a cover binary image F, they have partitioned it into 

blocks of fixed size m x n (assuming for simplicity that F's size is a multiple of m x n). Their 

method is able to hide as many as r bits of the guest message in each block by modifying at 

most 2 bits in it, where r is defined as r ≤  E(log2(mn+1)). To secure the information, they 

used a secret key with two components: 

- K: a randomly selected binary matrix of size m x n. 

- W: a weight matrix which is an integer matrix of size m x n. W satisfies the condition 

that [W]{i, j} :i = 1 … m, j=1 … n = {1, 2, …, 2r-1 }. 

Data hiding is achieved by modifying some bits of F. Below, we have exhibited how they 

have done it, by presenting their embedding and extraction algorithms. 

 

a) Embedding Algorithm [6] 

 

Input: The key K and W, the secret message to hide b1b2 … br and the host binary image Fi 

Output: the stego binary image F'i 

- Compute Fi  K, where  is the bitwise exclusive-OR of two equal-size binary 

matrices. 

- Compute SUM((Fi  K) W), where  is the pair-wise multiplication of two equal-

size matrices and SUM is the sum of all elements in a matrix. 

- From the matrix Fi  K, compute for each w = 1 … 2r-1 the following set:  

 Sw ={(j, k)|(([W]{j, k} = w)  ([Fi K]{j, k} = 0)) v 

 (j, k)|(([W]{j, k} = 2^r-w)  ([Fi K]{j, k} = 1))} 

 Intuitively, Sw is the set containing every matrix index (j, k) such that, if we 

complement [Fi]{j, k}, we can increase the sum in step 2 by w. There are actually two 

possibilities to achieve this: 



 

 

 i)if [W]{j, k} = w and [Fi K]{j, k} = 0, then complementing [Fi]{j, k}, will increase the 

weight by w. 

  

 ii)if [W]{j, k} = 2r-w, and [F  K]{j, k} = 1, then complementing [Fi]{j, k} will decrease the 

weight by 2r-w or, equivalently, increase the sum by w (under mod 2r). Also, define Sw = Sw' 

for any w  w' (mod 2r). 

- Define a weight difference  

 d  (b1b2 …br) - SUM((Fi K) W) (mod 2r). 

 If d = 0, there is no need to change Fi. Otherwise, we run 

the following steps to transform Fi to F'i : 

-  randomly pick an h  {1, 2, …, 2r-1 } such that S{hd}   and S{-{(h-1)}d} . 

- randomly pick a (j, k)  S{hd} and complement the bit [Fi]{j, k}. 

- randomly pick a (j, k)  S{-{(h-1)}d} and complement the bit [Fi]{j, k}. 

To summarize, the above steps ensure the following invariant: SUM((Fi K) W)  (b1b2 

…br)  (mod 2r) 

b) Extraction Algorithm  [6] 

 

Input: The key K and W and the stego binary image F'i 

Output: the secret message (b1b2 …br 

- compute SUM((F'i K) W)  mod 2r to find the hidden bit stream b1b2 …br 

 

c) Security 

In [6], H.-K. Pan et al. identified some possible attacks on their scheme and their costs. From 

their discussion, a brute-force attack is quite impossible, since there are  2{mn} and C{2^r-

1}^{mn}*(2r-1)!*(2r-1)mn-(2^r-1)} combinations for K and W. Next, considering the chosen-

plaintext attack, which uses a differential technique to reduce the search range of W, that 

attack has a very high cost, as long as the block size (m x n) is reasonably large and the 

secrecy of K and W is maintained.  

III. Basic Idea 

Before the presentation of our  scheme, we first present in this section, the basic idea. 



 

 

Let us consider three binary images of size m x n each, denoted by im1, im2 and im3 

respectively. Also, we denote by T the scheme proposed by  H.-K. Pan [6], where given a 

binary image of size m x n, T can hide up to  E(log2(mn+1)) bits in that image. For the three 

images T would hide up to 3 x E(log2(mn+1)) . We propose a scheme which improves that 

embedding capacity. The scheme is based on the sending order of the images between the 

sender (A) and the receiver (B). 

Without lost of generality, let us consider the following functions f and its inverse g. 

        f(3,1,2)   =  0         

        f(2,3,1)   =  1         

        f(2,1,3)   =  2         

        f(3,2,1)   =  3        

        f(1,3,2)   =  4         

        f(1,2,3)   =  5         

and  

        g(0)   = (3,1,2)         

        g(1)   = (2,3,1)         

        g(2)   = (2,1,3)         

        g(3)   = (3,2,1)          

        g(4)   = (1,3,2)          

        g(5)   = (1,2,3)         

 

Let's denote by x the decimal value of bits to be hidden. 

1) Embedding process 

- compute the number i by i = x / 2{3x E(log2(mn+1))} ; 

- compute the number z such that   z = x  mod  (2{3xE (log2(mn+1))), 0 ≤ z < 2{3x E(log2(mn+1))}; 

- compute W=(z)2, the binary representation of z. 

- divide W into three blocks w1, w2 and w3 of E(log2(mn+1)) bits each ; 

- compute S=g(i) ; 

- if S = (α, β, γ), α  {1,2,3}, β  {1,2,3}, γ  {1,2,3} 

• use the scheme of H.-K. Pan [6] to hide w1 in imα, w2 in imβ and w3 in imγ 

• send the images in the order imα,  imβ and  imγ 

 



 

 

2) Retrieval process 

- If the arrival order of the images is imα,  imβ and  imγ, α  {1,2,3}, β  {1,2,3}, γ  

{1,2,3} 

- compute the number i such that i=f(α,β,γ) 

- use the scheme of H.-K. Pan et al. [6] to extract w1 in imα, w2 in imβ and w3 in imγ 

- compute W=w1||w2||w3, where || denotes the concatenation operation. 

- compute z=(W)10, the decimal representation of W. 

- compute x = z + i x 2{3xE (log2(mn+1))} 

Taking into account the sending order of the images, we can hide the secret with decimal 

value between 0 and 6 x 2{3x E(log2(mn+1))}-1. This means that, the maximum  decimal value that 

can be hidden for three images is 6 x 2{3x E(log2(mn+1))}, which in binary is represented on 

E(log2(6 x 2{3x E(log2(mn+1))}) = E(log2(6)) +  E(log2( 2{3 x E( log2(mn+1))) ) = 2 + 3 x E(log2(mn+1) ) 

bits. 

For p images we can hide up to log2(p!) + p x E(log2(mn+1) )bits. 

Given p binary images, table 1 presents a comparison in terms of embedding capacity 

between the scheme of  H.-K. Pan [6] and our scheme. 

The following section formalizes this basic idea by presenting our scheme in the general case, 

where the number of images used is N and the embedding scheme used is any embedding 

technique is denoted by T. 

IV. Scheme Design 

In this section, we present the details of our scheme. 

Let's denote by T an embedding technique for which given a binary image block of size m x 

n, T can hide Q(m, n) data bits. Initially, the two communicating parties must share a set of N 

binary images of size m x n each, denoted  i1, i2, …, iN. 

Secondly, the set is divided into s blocks of p binary images. In other terms, the N images are 

divided as : 

(i1, i2, …, ip), (i{p+1}, i{p+2}, …, i{2p}), , (i{(s-1)p+1}, i{(s-1)p+2}, …, i{sp}), with N = sp. 

This means : 

The first block is: N1 = (i{1} , i{2} , …, i{p}) 

The second block is: N2 = (i{p+1}, i{p+2}, …, i{2p}) 

More generally, for the kth block, 1≤ k ≤ s, Nk = (i{(k-1)p+1}  ,  i{(k-1)p+2}, …, i{kp}) 

The value of p is also shared between the sender and the receiver. 

The embedding process begins by dividing the secret message M into l blocks of b bits, such 

that M = M1||M2||…||Ml , with b = p x Q(m, n) +p x E(log2(p)).    



 

 

 

1- Embedding Algorithm 

Here, we present our embedding scheme. 

Algorithm: embedding 

Input : 

N: the set of binary images; 

p: the size of images block; 

s: the number of images block; 

M: the secret binary message to embed; 

l: the number of blocks of the secret message; 

π : the initial permutation; 

Q(m,n): the number of bits to hide in a binary image of size m x n bits; 

K: the key related to T; 

Output: 

stego binary images of m x n bits each; 

begin 

1. Divide M into l blocks of b bits; b = p x Q(m,n) + E(log2(p!)) ; 

2. for each block Mi, 1 ≤ i ≤ l ; 

a. Compute vali = (Mi){10}, the decimal representation of Mi; 

b. Compute the number Npermi by Npermi = E(vali / 2α ), where α = p x Q(m, n); 

c. Compute π' = unrank(p, Npermi, π), the permutation corresponding to the number Npermi; 

π' can be considered as π'(1), π'(2), …, π'(p); 

d. Organize the p images of block Ni relatively to the permutation π'; 

e. Compute the number ri such that  ri = vali  mod  (2α), 0 ≤ ri < 2α; 

f. Compute βi by βi = (ri)2, the binary representation of ri on α bits; 

g. Divide βi into p blocks (βi)1, (βi)2, …, (βi)p of Q(m, n) bits each; 

h. For each block (βi)k, 1 ≤ k ≤ p, use the technique T with the key K to embed (βi)k in the 

binary image i{π'(k)}. 



 

 

i. Send the images in the order i{π'(1)}, i{π '(2)}, …, i{π '(p)}. 

end; 

 

2- Retrieval Algorithm 

Here, we present the process of extracting the secret embbeded in the binary images. 

Algorithm: Retrieval 

Input: 

N: the set of binary images; 

p: the size of images block; 

s: the number of images block; 

M: the secret binary message to retrieve; 

l: the number of blocks of the secret message; 

π : the initial permutation; 

Q(m,n): the number of hidden bits in a binary image of size m x n bits; 

K: the key related to T; 

β: an empty string; 

Output: 

M: the secret binary message embedded; 

begin: 

1. for each images block Ni, 1 ≤ i ≤s, 

a. Use the technique T with its related key K to retrieve in the image i{π'(k)} , (1 ≤ k ≤ p), the 
Q(m, n) embedded bits noted vect and compute β  β||vect; 

b. Compute r, the decimal representation of β; 

c. Build the number Npermi by Npermi = rank(p, π', π'{-1}) ; 

d. Compute vali by vali = Npermi  x 2α + r; 

e. Compute Mi, the binary representation of vali; 

f. Compute M  M||Mi , where || denote the concatenation; 



 

 

end ; 

3- Remark 

For a block of p images, we have p! possible permutations, and by this fact the maximum 

value of vali is 2α x (p!). This means that, we can hide up to log2(vali) bits per images blocks, 

which is E(log2(p!) )+ p x Q(m, n).  

According to Stirling's formula, log2(p!)  p(log2(p)-1,44). 

For instance, in the case where Q(m, n) is equal to E(log2(mn+1)) as proposed in [6], the 

maximum capacity of hiding of p images is about p x E((log2(p)-1, 44)) + p x E(log2(mn+1)). 

V. Experimental results and discussion 

In this section, we present experimental results and discussion about our scheme. In the 

Experimental results subsection, we first present an example which describes step by step our 

embedding algorithm. We end the subsection by proposing tables and figure which generalize 

our results. 

1- Experimental results 

Consider the following twenty binary images, figure i1, figure i2, figure i3, figure i4, … figure 
i19 and figure i20 in which we want to embed the secret message M =  

100100111111111111111111001111010010110100111110111111110111101111010010111

110110110111111110111001111010010110110110111111101110111001111010111; 

a. Embedding process 

In this example we have: 

- N=20, the number of binary images; 

- p=5, the number of images per block; 

- s=4, the number of images block; 

- M, the secret message; 

- b= E(log2(5!)) + 5 x 6  = 36. 

- l=4, the number of blocks of the secret message 

 

• Divide M into 4 blocks of 36 bits;  

 M1 = 100100111111111111111111001111010010; 

  M2 = 110100111110111111110111101111010010; 

  M3 = 111110110110111111110111001111010010; 

 M4 = 110110110111111101110111001111010111; 

  



 

 

•  for the block M1 = 100100111111111111111111001111010010; 

  

➢ val1 = (M1)10 = 39 728 444 370; 

➢ Compute the number Nperm1 =  E(39 728 444 370 / 2{5x6} )= 36; 

➢ Compute π' = unrank(5, 36, π) = 3 1 5 4 2, the permutation corresponding to the 

number 36; 

➢ the block N1 is reorganized as follows: i3, i1, i5, i4, i2; 

➢ Compute the number r1 = E(39 728 444 370  mod  2{30} ) = 1 073 738 706; 

➢ Compute β1  = (1 073 738 706)2 = 111111 111111 111111 001111 010010; 

➢ Divide β1 into 5 blocks of 6 bits each: (β1)1 = 111111, (β1)2 = 111111, ( β1)3 = 111111 , 

( β1)4 =001111,  ( β1)5 =010010; 

➢ use the technique T with the key K to embed ( β1)1 = 111111 in i3, ( β1)2 = 111111 in i1 

, ( β1)3 = 111111 in i5 , ( β1)4 = 001111 in i4 and ( β1)5 =010010 in i2; 

➢ Send the binary images in the order i3, i1, i5, i4, i2. 

  

• for the block M2 = 110100111110111111110111101111010010; 

➢ val2 = (M2)10 = 56 891 505 618; 

➢ Compute the number Nperm2 =  E(56 891 505 618 / 2{5*6} ) = 52; 

➢ Compute π' = unrank(5, 52, π) = 7 6 9 10 8, the permutation corresponding to the 

number 52; 

➢ The block N2 is reorganized as follows: i7, i6, i9, i{10}, i8; 

➢ Compute the number r2 = E(56 891 505 618  mod  2{30} ) = 1 056 930 770; 

➢ Compute β2  = (1 056 930 770)2 = 111110 111111 110111 101111 010010; 

➢ Divide β2 into 5 blocks of 6 bits each: (β2)1 = 111110, (β2)2 = 111111, ( β2)3 = 110111 

,( β2)4 =101111,   ( β2)5 =010010; 

➢ use the technique T with the key K to embed (β2)1 = 111110 in i7, (β2)2 = 111111 in i6, 

(β2)3 = 110111 in i9, (β2)4 = 101111 in i{10}, (β2)5 =010010 in i8; 

➢ Send the binary images in the order i7, i6, i9, i{10}, i8 

  

• for the block M3 = 111110110110111111110111001111010010; 

➢ val3 = (M3)10 = 67 494 704 082; 

➢ Compute the number Nperm3 =   E(67 494 704 082 / 2{30} ) = 62; 

➢ Compute π' = unrank(5, 62, π) = 15 12 14 11 13, the permutation corresponding to the 

number 62; 

➢ The block N3 is reorganized as follows: i15, i12, i14, i11, i13; 

➢ Compute the number r3 = E(67 494 704 082  mod  230 )= 922 710 994; 

➢ Compute β3  = (922 710 994)2 = 110110 111111 110111 001111 010010; 

➢ Divide β3 into 5 blocks of 6 bits each: (β3)1 = 110110, (β3)2 = 111111, (β3)3 = 110111 

,( β3)4 = 001111,   (β3)5 =010010; 



 

 

➢ use the technique T with the key K to embed (β3)1 = 110110 in i15, (β3)2 = 111111 in 

i12, (β3)3 = 110111 in i14, (β3)4 = 001111 in i11, (β3)5 = 010010 in i13; 

➢ Send the binary images in the order i15, i12, i14, i11, i13. 

  

• for the block M4 = 110110110111111101110111001111010111; 

➢ val4 = (M4)10 = 58 921 022 423; 

➢ Compute the number Nperm4 =  E(58 921 022 423 / 230 ) = 54; 

➢ Compute π' = unrank(5, 54, π) = 17 16 19 18 20, the permutation corresponding to the 

number 54; 

➢  the block N4 is reorganized as follows: i17, i16, i19, i18, i20; 

➢ Compute the number r4 = E(58 921 022 423  mod  (230) )= 938 963 927; 

➢ Compute β4 = (938 963 927)2 = 110111 111101 110111 001111 010111; 

➢ Divide β4 into 5 blocks of 6 bits each: (β4)1 = 110111, (β4)2 = 111101, (β4)3 = 110111, 

(β4)4 = 001111 ,   (β4)5 =010111; 

➢ use the technique T with the key K to embed (β4)1 = 110111  in i17, (β4)2 = 111101  in 

i16, (β4)3 = 110111  in i19, (β4)4 = 001111  in i18, (β4)5 =010111 in i20; 

➢ Send the binary images in the order i17, i16, i19, i18, i20. 

At the arrival, the receiver will use our retrieval algorithm to obtain the secret data. We see 

with this simple example that we have hidden 144 bits instead of only 120 bits. 

 

The table 2 presents the embedding capacity of our scheme for p binary images in comparison 

with the scheme of H.-K. Pan et al. [6] and the table 3 presents the embedding capacity of our 

scheme for p binary images in comparison with any other embedding scheme T. 

More generally, the figure 21 presents a comparison in terms of embedding capacity for N 

images between our proposition and  traditional techniques. 

Note that, since our method can allow for p images, using the technique proposed in [6], to 

embed about p x E((log2(p)-1,44)) + p x E(log2(mn+1)) bits, if p = 3 x n x m, it can hide 

3.n.m x E(log2((3.n.m)-1,44)) + 3.n.m x E(log2(mn+1)) which is approximatively equal to 

3.n.m x E(log2(mn+1)) + 3.n.m x E(log2(mn+1)). We see by this that the hiding capacity has 

doubled. 

2- Discussion 

In order to extract the secret message, the images must arrive in the order they were sent. This 

requires a fairly secure transmission channel and a reliable transfer protocol.  

Initially, the two communicating parties must share a large set of N binary images of size m x  

n each, denoted  i1, i2, …, iN, but the number of images effectively used depend on the size of 

the secret message. 

 



 

 

In order to increase the security of our scheme, the value of p must be choosen so that the 

scheme will be resistant to brute-force attack. Therefore, its value must be greater than 100, 

(p>100). 

VI. Security and complexity of our scheme 

1- Security of our scheme 

Our scheme inherits the strengths and the weaknesses of the technique T used. In particular, if 

the technique T used is the scheme of H.-K. Pan [6], when the opponent captures a copy of 

the images in our scheme, a brute-force attack of our scheme requires a brute-force attack of 

H.-K. Pan et al.'s scheme [6]. The brute-force attack of that scheme requires 2{mn} and C{2^r-

1}^{mn}*(2r-1)!*(2r-1)mn-(2^r-1)} combinations for the key K and the weight matrix W, as 

mentioned in section II.2.3 relative to the security of the scheme proposed by H.-K. Pan et al. 

[6]. 

Furthermore,  as far as the spy does not have the initial permutation, he would have to use the 

brute-force attack. The brute-force attack requires for p images p! combinations. According to 

Stirling's formula, this means it requires (p/e)p x  √2πp   combinations. Finally, he would 

have to break p x s times, the scheme proposed by H.-K. Pan et al. [6] which requires by 

brute-force attack an exponential combination. 

2- Complexity of our scheme 

The time complexity of our scheme depends on the technique T used. We can then distinguish 

two cases. 

a) The technique T is the scheme of H.-K. Pan et al. [6] 

  

 In this case, the complexity of our scheme is the maximum of the complexity of the 

scheme of H.-K. Pan et al. [6] and the complexity of the others elementary instructions of our 

scheme. The complexity of the scheme of H.-K. Pan et al. [6] is O(m x n) for a binary image 

block of size m x n. The others elementary instructions of our scheme are in l x O(p). We can 

obviously conclude that in this case, the time complexity is O(m x n) 

b) The technique T is any other scheme 

Here, the time complexity is given by max(l x O(p), C), where C represents the 

complexity of the technique T used. 

 

VII. Conclusion 

In this paper, we have proposed a steganographic scheme based on permutations which 

improves the capacity of embedding information in a series of p host binary images. To 

illustrate its performance, we have used the method proposed by H.-K. Pan et al. and the 



 

 

results obtained, showed the feasibility of the proposed scheme and comparatively to the 

related studies, showed that it improves the embedding capacity. 

 

VIII. Abbreviations 

E(x) denotes the whole lower part of x 
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A graphical comparison of the embedding capacity of our scheme and the embedding capacity of 

traditionals schemes. 

XII. Tables 

Table 1 : Embedding capacity of our scheme for p binary images in comparison with 

the scheme of H.-K. Pan et al. [6] 

 3 P 

scheme of H.-K. Pan [6] 3 x E(log2(mn+1)) p xE( log2(mn+1)) 

our scheme 2 + 3 xE( log2(mn+1)) Log2(p!)+ p x E(log2(mn+1)) 

Table 2 : Embedding capacity of our scheme for p binary images in comparison with 

the scheme of H.-K. Pan et al. [6] 

 P 

scheme of H.-K. Pan [6] p x E(log2(mn+1)) 

our scheme P xE( log2(p))+ p x E(log2(mn+1)) 

 

Table 3 : Embedding capacity of our scheme for p binary images in comparison with 

any other embedding scheme T 

 P 

T p x Q(m,n) 

our scheme P xE( log2(p))+ p x Q(m,n) 

 


