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Abstract In this paper, the event-based triggering method is adopted to investigate the secure consensus issue of multiple autonomous underwater vehicles (AUVs) under denial-ofservice (DoS) attacks. DoS attack is a form of time-sequence-based cyber attack, which can
destroy the normal service of the control target or network. First, based on an event-triggered
mechanism, a novel secure control protocol is proposed. Second, the upper bounds of attack
duration and attack frequency are given to ensure that multiple AUVs under DoS attacks
can reach consensus. Third, an event-triggered mechanism with exponential variables is developed to avoid the continuous update of the controller, thereby reducing the burdens of
communication and calculation. Zeno behavior can be strictly ruled out for each AUV under this triggering mechanism. Finally, the simulation results illustrate the feasibility of the
proposed scheme.
Keywords AUVs · Event-triggered mechanism · DoS attacks · Consensus

1 Introduction
Recently, collaborative control of multi-agent systems has become a hot research field because of its wide application in various fields, such as the formation of robots, unmanned
vehicles, and surface ships [2–6]. As we all know, in the numerous studies of cooperative
control, the consensus of multiple AUVs is one of the basic problems. The main goal of
multiple AUV consensus is to design control protocols based on the local information of the
neighbors of the AUV to ensure that the states of all AUVs finally reach consensus [7–9].
Due to the complex underwater environment, it is relatively difficult to share information
among multiple AUVs, consensus control becomes a huge challenge.
Consensus of multiple AUVs is a hot topic in both practical and theoretical research. In
[7,8, 12], the consensus of multiple AUVs under fully actuated and underactuated was discussed. In [9,14–17], the trajectory tracking issue of AUVs with disturbances under different
conditions was studied by the sliding mode control method. An impulse network method was
Lizuo Wen · Shuanghe Yu · Ying Zhao · Yan Yan
College of Marine Electrical Engineering, Dalian Maritime University, Dalian 116026, China
E-mail: shuanghe@dlmu.edu.cn

2

Lizuo Wen et al.

developed to study the formation problem of multiple AUVs in fixed or switched communication topologies in [10, 11]. In [13], a coordinated controller was proposed based on the
hybrid control theory, which enabled the controller to switch freely. To cope with the complex marine environment and achieve the purpose of long-term navigation, energy saving is
a hot topic of research and the multiple AUVs control under the event-triggered mechanism
is necessary.
It is worth noting that in reality, each AUV usually consists of some specific modules with limited energy, such as processor modules, communication modules, and drive
modules. The event-triggered control strategy is an effective energy-saving control method,
which can reduce the communication and calculation burden caused by continuous communication among multiple AUVs and frequent updates of controllers [18, 19]. Therefore,
this method can save energy while ensuring control performance. The mathematical model
of the AUV can be regarded as a special second-order nonlinear system. Some efforts are
made to second-order systems under the triggering mechanism [20–23], but there are few
studies about AUVs under the triggering mechanism. In [24, 25], the trajectory tracking
problem of fully actuated and underactuated AUVs under the event-triggered mechanism
was investigated.
The multi-agent systems can be regarded as fragile network systems, which are extremely vulnerable to cyber attacks. DoS attacks are a major form of cyber attacks. DoS
attacks can affect or even destroy the normal services and communications of the target network. The design of the secure control protocol is an important issue in the network control
systems. To eliminate the impact of DoS attacks on network systems, some secure control
protocols were developed in [26, 27,31]. Driven by [26, 27], the leader-follower multi-agent
systems under DoS attacks were discussed in [28]. The distributed consensus controller was
designed in [29] under the framework of linear systems. In [30, 32,33], the consensus of linear multi-agent systems under DoS attack based on event-triggered mechanism was studied.
DoS attack frequency and attack duration are important indicators to determine the multiple
AUVs can reach consensus. At present, the results of most DoS attacks are under the framework of linear systems. As we all know, AUV contains nonlinear dynamics. Therefore, the
secure consensus problem of multiple AUVs under DoS attacks is worth studying.
Motivated by the above discussions, this paper is the first to investigate the consensus
problem of multiple AUVs under DoS attacks based on the event-triggered mechanism. The
main contributions of this paper are summarized as follows. First, the DoS attack scheme is
applied to secure consensus controller design of multiple AUVs under the event-triggered
mechanism. This attack scheme is originally proposed in [30] to solve the consensus problem of the linear systems. Second, the upper bounds of DoS attack frequency and attack
duration can be obtained so that the positions of multiple AUVs can reach consensus. Third,
an event-triggered mechanism including exponential variables is adopted, which is not involved in [31, 32]. Under this triggering mechanism, a larger interevent interval can be obtained to avoid Zeno behavior. Finally, the simulation result shows the effectiveness of the
algorithm.
The rest of this paper is summarized as follows. Section 2 provides some preliminaries
and the problem statement. In section 3, event-based secure consensus of multiple AUVs
under DoS attacks is investigated. In section 4, a simulation example is provided to demonstrate the merits and validness of the obtained results. In section 5, the conclusion and future
work are presented.
Notation: Rn is the N dimensional column vectors. k·k is the Euclidean norm. 1N (0N ) is
a vector with entries being 1(0). IM represents the identity matrix and the dimension is M.
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λmax (H)(λmin (H)) is introduced to represent the maximum (minimum) eigenvalues of the
matrix H. diag {} denotes a diagonal matrix.
2 Preliminaries and problems definition
2.1 Communication topology
The topology among N agents can be described as a graph G = {V , E , A } consisting of a
set of vertices V = {v1 , v2 , ..., vN }, a set of edges E ⊆ V × V , and a weighted adjacency
matrix A = (ai j )N×N with non-negative entries. The directed edge ei j is denoted by a pair
of vertices (vi , v j ), which
 means v j can obtain information from vi , the neighbor set of the
vi is denoted by Ni = v j ∈ V | ((vi , v j )) ∈ E and ei j ∈ E if and only if ai j > 0; ai j = 0
otherwise. The Laplacian matrix L = (li j )N×N is defined as lii = ∑Nj=1, j6=i ai j , li j = −ai j for
i 6= j. For an undirected graph, it follows that ai j = a ji , ∀i, j ∈ (1, 2, . . . , N). If there is a
reachable path between any two agents in G, then G is considered to be connected.
2.2 AUV model
Consider that a multi-agent system consists of N AUVs. The AUV obtains position information from its neighbors to determine position and orientation through the sensors. Suppose
that the attitudes of AUVs are fixed. The kinematic and dynamic model of the ith AUV can
be described as [1]
η̇i = Ji (Θi )vi ,

(1)

Mi v̇i = −Ci (vi )vi − Di (vi )vi − gi (Θi ) + τi ,
]T

(2)
R3

is the position vector
where i ∈ {1, 2, . . . , N} is the lable of the AUVs, ηi = [xi , yi , zi ∈
of the ith AUV in the inertial reference frame, Θi = [θi , φi , ψi ]T ∈ R3 is the attitude vector and
θi , φi , ψi are the Euler angles (roll, pitch, yaw) of the ith AUV in the inertial reference frame,
Ji (Θi ) represents the kinematic transformation matrix . vi = [ui , qi , wi ] ∈ R3 is the velocity
vector and ui , qi , wi are the linear velocities (surge, sway, heave) of the ith AUV in the bodyfixed reference frame. Mi denotes the inertia matrix. Ci (vi ) is the Coriolis and centripetal
matrix. Di (vi ) is the hydrodynamic drag matrix. gi (Θi ) ∈ R3 is the vector of restoring forces
(gravity and buoyancy). τi ∈ R3 is the control input. For brevity, Ji = Ji (Θi ), Ci = Ci (vi ),
Di = Di (vi ), gi = gi (Θi ). The kinematic transformation matrix is as follows:


cψi cφi −sψi cθi + cψi sφi sθi sψi sθi + cψi cθi sφi
Ji =  sψi cφi cψi cθi + sψi sφi sθi −cψi sθi + sψi cθi sφi  ,
cφi cθi
cφ i sθi
−sφi
for an angle α ∈ R, the symbol sα and cα denote sinα and cosα.


0
0
−mi2 qi
0
mi1 ui  ,
Ci =  0
mi2 qi −mi1 ui
0

Mi = diag {mi1 , mi2 , mi3 }, Di = diag {di1 , di2 , di3 }, mi1 = m − Xiu̇ , mi2 = m −Yiq̇ , mi3 = m −
T

Ziẇ , di1 = −Xiu −Xi|u|u |ui |, di2 = −Yiq −Yi|q|q |qi |, di3 = −Ziw −Zi|w|w |wi |. gi = (Fi − Hi )sφi , −(Fi − Hi )cφi sθi , −(Fi − Hi )cφi cθi ,
where Fi and Hi denote the gravitational and buoyancy forces. Note that Ji JiT = I3 and
xT Di (x)x > 0, ∀x 6= 0, x ∈ R3 .
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Figure 1 Sketch map of aperiodic sequences: tki and hn .

2.3 DoS attack model
DoS attacks, as a common form of cyber attacks, can disrupt the information transmission
among agents. Under the DoS attacks, the target systems cannot provide normal services.
Since the energy of DoS attacks is limited, the systems can enter the recovery phase after
each attack to increase energy. Therefore, the entire time can be divided into attack areas
and communication areas. As shown in Figure 1, the red areas represent the communication
areas. Note that the event-triggered mechanism exists in this area. The blue areas represent
the attack areas, in which the controller is not available. Suppose {hn }n∈N is a DoS attack
sequence, where hn represents the instant of the nth attack. For ∆n , the nth attack interval
is H̄n = [hn , hn + ∆n ), in which hn+1 > hn + ∆n . For t ≥ t0 , the sets of time instants for the
attack areas and the communication areas are depicted as follows:
Λa (t,t0 ) = ∪ Hn ∩ [t,t0 )

(3)

Λs (t,t0 ) = [t,t0 ] \ Λa (t,t0 ).

(4)

n∈N

Definition 1 (Attack Frequency): Define Na (t,t0 ) as the number of DoS attacks over [t,t0 ).
The attack frequency can be depicted as follows:
Fa (t,t0 ) =

Na (t,t0 )
.
t − t0

(5)

Definition 2 (Attack Duration Rate): For t > t0 > 0, Λa (t,t0 ) denotes the total attack interval
in [t,t0 ). The attack duration rate can be depicted as follows:
rate =

Λa (t,t0 )
.
t − t0

(6)

Assumption 1: There is a Lipschitz constant c > 0, which can make k f (a) − f (b)k ≤ c ka − bk,
for a, b ∈ R.
The purpose of this paper is to design the event-triggered control protocol so that the
positions of multiple AUVs under DoS attacks can reach consensus when the following
conditions can be satisfied:
lim ηi − η j → 0.

t→∞

(7)
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3 Event-based secure consensus of multiple AUVs under DoS attacks
The control protocol of the ith AUV can be given as follows:
τi = Ci (vi )vi + Di (vi )vi − JiT (pi + Ji vi ) + gi ,

(8)

where pi = ∑Nj=1 ai j (ηi − η j ) is the relative position relationship between the ith AUV and
its neighbors.
According to the control protocol (7), a related vector containing four unknown variables
is designed to be γi = [ηiT , η Tj , vTi , vTj ]T . The control protocol can be described as τi = µ(γi ).
From the angle of energy saving, the triggering mechanism is adopted to reduce the
controller update times as much as possible.
the triggering mechanism, time t can
 Under
∞
be divided into the triggering instants of tki k=0 . The control protocol changes instantaneously at tki and maintains through the zero-order hold until the next triggering moment
i . Each agent is triggered within its own event-triggered time. During mutual execution,
tk+1
the controller keeps each segment unchanged. The event-triggered protocol can be depicted
as
τi (t) = µ(γi (tki )) = Ci (vi (tki ))vi (tki ) + Di (vi (tki ))vi (tki ) − JiT (pi (tki ) + Ji vi (tki )) + gi .

(9)

Let βi j = ηi − η j and ξi = Ji vi , ∀i, j ∈ V . Then, the kinematic and dynamic model of the ith
AUV can be rewritten as
β̇i j = ξi − ξ j ,
ξ̇i = −Ji M −1Ci JiT ξi − Ji M −1 Di JiT ξi − Ji M −1 gi + Ji M −1 µ(γi (tki )).

(10)

According to the definition of DoS attacks, when the system suffers DoS attacks, the control
protocol cannot be available, i.e., τi (t) = 0. Therefore, the kinematic and dynamic model of
the ith AUV can be given as
β̇i j = ξi − ξ j ,
ξ̇i = −Ji M −1Ci JiT ξi − Ji M −1 Di JiT ξi − Ji M −1 gi .

(11)

A measurement error applicable to the system (9) is defined as
ei = γi (tki ) − γi = [ηiT (tki ) − ηiT , η Tj (tki ) − η Tj , vTi (tki ) − vTi , vTj (tki ) − vTj ]T .

(12)

Based on (9) and (11), one has
β̇i j = ξi − ξ j ,

(13)
ξ̇i = −Ji M −1Ci JiT ξi − Ji M −1 Di JiT ξi − Ji M −1 gi + Ji M −1 (µi (γi ) + µ(γi + ei ) − µi (γi )).

Next, a triggering function is designed to determine when the controller is updated,
which can be described as follows:
fi (ei , ξi , ξ j ,t) = kei k2 −

N
1
(δi kξi k2 − ιi ∑ βi j
ρi
j=1

2

+ ki e−di t ),

(14)

where ρi > 0, 0 < δi < 1 and ki , di > 0. The triggering instant tki of the ith agent is determined
by

i
tk+1
= in f t > tki | fi (ei , ξi , ξ j ,t) ≥ 0 .
(15)
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Remark 1. It is worth noting that the term ki e−di t in (13) is exponential convergent function,
which is the key factor for dynamically adjusting the interevent interval. The variable ki e−di t
reduces the number of triggers by extending the interevent interval, so that Zeno behavior
can be excluded.
Theorem 1. Suppose Assumption 1 holds. Considering system (1) under DoS attacks with
the event-triggered mechanism (14) can ensure that the positions of multiple AUVs reach
consensus when the following conditions can be satisfied:
Fa (t,t0 ) =

ε1∗
Na (t,t0 )
≤
t − t0
ln µ + (ε1 + ε2 )∆∗

rate <

ε1 − ε1∗
ε1 + ε2

(16)

(17)

where ε1∗ ∈
 (0, ε1 ), ςmax (ςmin ) > 0, ε1 = min {2(1 − δmax )/λmax (H), 2ιmin /λmax (L)} and
ε2 = max 2(ςmax + λmax (Ji (Ci + Di )JiT ))/λmin (H), 2λmax (L)/ςmin λmin (L) .
Proof : When
attacks exist, there are two time sequences in the systems: trigger DoS
∞
ing sequence tki k=0 and attack sequence {hn }n∈N . The update set of agents in the attack

areas: ℵ = (i, k) ∈ V × N|tki ∈ H̄n . After each DoS attack, agent need time ∆n to recover
communication. Meanwhile, there is a time delay ∆∗ between two attacks and the interval between two attacks is greater than ∆∗ . Πn = [hn , hn + ∆n + ∆∗ ) denotes the nth interval where the triggering condition (14) cannot work. For any time interval [t,t0 ), we have
[t,t0 ) = Λ̄s (t,t0 ) ∪ Λ̄a (t,t0 ), where Λ̄a (t,t0 ) = ∪Πn ∩ [t,t0 ] and Λ̄s (t,t0 ) = [t,t0 ] \ Λ̄a (t,t0 ).
First, the system without DoS attacks is considered, i.e., the system is in the communication areas Λ̄s (t,t0 ). Choose the Lyapunov function candidate as

V=

1 N
1 N N
ai j βiTj βi j + ∑ ξiT Hξi ,
∑
∑
2 i=1 j=1
2 i=1

(18)

where H = (Ji Mi−1 JiT )−1 .
Then, one can obtain that
N

N

N

V̇ = ∑ ∑ ai j βiTj (ξi − ξ j ) + ∑ ξiT H(−Ji M −1Ci JiT ξi − Ji M −1 Di JiT ξi
i=1

i=1 j=1

− Ji M −1 gi + Ji M −1 (µi (γi ) + µ(γi + ei ) − µi (γi )))
N

= ∑ ξiT
i=1

N

N

N

N

j=1

i=1

i=1

i=1

∑ ai j βi j − ∑ ξiT JiCi JiT ξi − ∑ ξiT Ji Di JiT ξi − ∑ ξiT HJi M−1 gi
N

N

(19)

N

+ ∑ ξiT HJi M −1Ci JiT ξi + ∑ ξiT HJi M −1 Di JiT ξi − ∑ ξiT HJi M −1 JiT pi
i=1

i=1

i=1
N

N

N

i=1

i=1

i=1

− ∑ ξiT HJi M −1 JiT ξi + ∑ ξiT HJi M −1 gi + ∑ ξiT HJi M −1 (µ(γi + ei ) − µi (γi )).
According to Assumption 1, suppose the Lipschitz constant is ℓ. Then, we have kµ(γi + ei ) − µi (γi )k ≤
ℓ kei k.
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Thus
N

V̇ ≤ ∑ ξiT
i=1

N

N

j=1

i=1

N

N

i=1
N

+ ∑ ξiT Ji Di JiT ξi − ∑ ξiT
i=1
N

≤−∑

N

∑ ai j βi j − ∑ ξiT JiCi JiT ξi − ∑ ξiT Ji Di JiT ξi + ∑ ξiT JiCi JiT ξi
i=1

ξiT ξi +

N

i=1

N

N

N

j=1

i=1

i=1

∑ ai j βi j − ∑ ξiT ξi + ∑ ξiT Ji ℓ kei k
(20)

2

∑ ρi kei k

i=1
N

i=1
N

i=1

i=1

= − ∑ kξ k2 + ∑ ρi kei k2
where ρi =

kJi k kℓk
. Based on the event-triggered mechanism (14), it can be obtained that
2
kei k2 ≤

N
1
(δi kξi k2 − ιi ∑ βi j
ρi
j=1

2

+ ki e−di t ).

(21)

From the inequations (17) and (18), one has
N

N

i=1

j=1

V̇ ≤ ∑ [−(1 − δi ) kξi k2 − ιi ∑ βi j

2

+ ki e−di t ]

(22)

≤ −ε1V (t)
where ε1 = min {2(1 − δmax )/λmax (H), 2ιmin /λmax (L)}.
Next, the system with DoS attacks is considered, i.e., the system is in the attack areas
Λ̄a (t,t0 ). Choose the same Lyapunov function as (15). Then, one has
N

V̇ ≤ ∑ ξiT
i=1

N

N

∑ ai j βi j + ∑ ξiT Ji (Ci + Di )JiT ξi
i=1

j=1

N

≤ ςi ∑ ξiT ξi +
i=1

N
N
1
ai j βiTj βi j + ∑ ξiT Ji (Ci + Di )JiT ξi
∑
∑
ςi i=1 j=1
i=1
N

(23)

≤ ε2V (t)

where ε2 = max 2(ςmax + λmax (Ji (Ci + Di )JiT ))/λmin (H), 2λmax (L)/ςmin λmin (L) . For t ∈
[hn−1 + ∆n−1 , hn ) and t ∈ [hn , hn + ∆n + ∆∗ ) , we define V (t) = Va (t) and V (t) = Vb (t), respectively. Inspired by [24], we have
(
e−ε1 (t−hn−1 −∆n−1 )Va (t)(hn−1 + ∆n−1 )
V (t) ≤ ε (t−h )
(24)
n V (t)(h ).
e2
n
b
When t ∈ [hn−1 + ∆n−1 , hn ), one has
V (t) ≤ e−ε1 (t−hn−1 −∆n−1 )Va (t)(hn−1 + ∆n−1 )
−
≤ µe−ε1 (t−hn−1 −∆n−1 )Vb (t)(h−
n−1 + ∆ n−1 )

≤ ···
≤ µ n e−ε1 |Λ̄s (t,t0 )| eε2 |Λ̄a (t,t0 )|Va (t0 ).

(25)
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When t ∈ [hn , hn + ∆n + ∆∗ ), one has
V (t) ≤ eε2 (t−hn )Vb (t)(hn )
≤ µeε2 (t−hn )Va (t)(h−
n)

(26)

≤ ···
≤ µ n+1 e−ε1 |Λ̄s (t,t0 )| eε2 |Λ̄a (t,t0 )|Va (t0 ).

where µ = max {λmax (L), λmax (H)}
Based on the Definition 1 of attack frequency , we can get the number of the communication areas and the attack areas as Na (t,t0 ) = n and Na (t,t0 ) = n + 1, respectively. For
[t0 ,t], note that Λ̄s (t,t0 ) = t −t0 − Λ̄a (t,t0 ) and Λ̄a (t,t0 ) ≤ |Λa (t,t0 )|+(1+Na (t,t0 ))∆∗ .
From (23), one has
V (t) ≤ µ Na (t,t0 ) e−ε1 |Λ̄s (t,t0 )| eε2 |Λ̄a (t,t0 )|V (t0 )
= µ Na (t,t0 ) e−ε1 (t−t0 −|Λ̄a (t,t0 )|) eε2 |Λ̄a (t,t0 )|V (t0 )
≤ eNa (t,t0 ) ln µ e−ε1 (t−t0 )+(ε1 +ε2 )[|Λa (t,t0 )|+(1+Na (t,t0 ))∆∗ ]V (t0 )

(27)

= eNa (t,t0 ) ln µ e−ε1 (t−t0 )+(ε1 +ε2 )[(t−t0 )rate+(1+Na (t,t0 ))∆∗ ]V (t0 )
= e(ε1 +ε2 )∆∗ e[−ε1 +(ε1 +ε2 )rate](t−t0 ) eNa (t,t0 )[(ε1 +ε2 )∆∗ +ln µ]V (t0 ).
Since Fa (t,t0 ) =

ε1∗
ε1 − ε1∗
Na (t,t0 )
, we have
≤
and rate <
t − t0
ln µ + (ε1 + ε2 )∆∗
ε1 + ε2
∗

V (t) ≤ e(ε1 +ε2 )∆∗ e[−ε1 +(ε1 +ε2 )rate](t−t0 ) eε1 (t−t0 )V (t0 )
∗

= e(ε1 +ε2 )∆∗ e[−ε1 +(ε1 +ε2 )rate+ε1 ](t−t0 )V (t0 )
≤

(28)

e(ε1 +ε2 )∆∗ e−ε̄1 (t−t0 )V (t0 )

where ε̄1 = ε1 − (ε1 + ε2 )rate − ε1∗ > 0. According to (25), we can obtain that
lim V (t) ≤ lim (e(ε1 +ε2 )∆∗ e−ε̄1 (t−t0 )V (t0 )) ≤ 0.

t→∞

t→∞

(29)

From (26), it can be seen from the above formula that multiple AUVs can achieve position
consensus i.e, ηi − η j → 0, ∀i, j ∈ V , vi → 0, ∀i ∈ V .
Theorem 2. Zeno behavior can be ruled out for each AUV in the communication area
Λ̄s (t,t0 ) under the proposed event-triggered protocol (8) if he following conditions are satisfied:
i
tk+1
− tki

ℓ
1
≥ τi ≥ ln[
ℓ σi

s

1 −d t
ki e i + 1]
ρ̄i

(30)

where ρ̄i = max {ρi }, i = (1, 2, . . . , N).
Proof : For t ∈ Λ̄s (t,t0 ), Zeno phenomenon can be excluded for any AUV under the triggering mechanism (14). From the Lyapunov function V , it can be obtained that [ηiT , η Tj , vTi , vTj ]T ≤
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q
ωi = maxλ (L), λ (H)/minλ (L), λ (H)ω̄i2 , and [ηiT (t0i ), η Tj (t0j ), vTi (t0i ), vTj (t0i )]T ≤ ω̄i ,
ω̄i > 0. According to the property of the triangle inequality. Then, one has
d kei k
= [η̇iT , η̇ Tj , v̇Ti , v̇Tj ]T
dt
≤ ||[JiT vTi , J Tj vTj , [−M −1Ci JiT ξi − M −1 Di JiT ξi − M −1 gi

(31)

+ M −1 (µi (γi ))]T ]T || + ||M −1 (µ(γi + ei ) − µi (γi ))||
Based on Assumption 1, for the right side formula of the ith AUV, we define a Lipschitz
constant ℓ1 . then we have
d kei k
≤ ℓ1 [ηiT , ηiT , vTi , vTj ]T + ℓ kei k ≤ ℓ kei k + σi
dt

(32)

where σi = ℓ1 ωi > 0.
By contradiction, we prove that each AUV can exclude Zeno behavior. Suppose Zeno
behavior for the ith AUV exists, we define a finite value Ξi > 0, which has the following relationship with the triggering time series tki , where k = (0, 1, . . . , ∞) and tki ≤ Ξi ,
then limk→∞ tki = Ξi . Based on the definition of the finite sequence, there is κi > 0, so
∆i − κi < tki ≤ Ξi can be established, when k ≥ li and li > 0 .
i ), based on (18), we have
For t ∈ [tki ,tk+1
kei k ≤

σi ℓ(t−t i )
k − 1]
[e
ℓ

(33)

From the event-triggered function (14), when the measurement error kei k2 goes from
1
2
0 to (δi kξi k2 − ιi ∑Nj=1 βi j + ki e−zi t ), the interevent interval can be calculated. Then,
ρi
based on (19), a lower interevent interval τi can be given from the following equation
s
σi ℓτi
1 −d t
(34)
ki e i
[e − 1] =
ℓ
ρ̄i
where ρ̄i is the ρ̄i = max {ρi }, i = (1, 2, . . . , N). According to equation (32), we have
s
ℓ
1
1 −d t
ln[
κi =
ki e i + 1]
2ℓ σi ρ̄i

(35)

where κi > 0 for k ≥ li . By solution τi of the equation (32), it can be obtained that τi ≥ 2κi ,
i
which means that tk+1
≥ tki + τi > Ξi . The above result contradicts hypothesis Ξi − κi <
i
tk+1 ≤ Ξi . The above analysis shows that the Zeno behavior does not exist for each AUV.
4 Simulation example
In this section, a simulation example is given to illustrate the effectiveness of the proposed
algorithms. The communication topology is described as Figure 1. It can be seen from the
figure that the topology is connected and contains four AUVs. The parameters of the ith
AUV dynamics model are given in Table 1.
The DoS attack sequence is shown in Figure 3 under the event-triggered control protocol. The five DoS attacks in the figure are random and unknown. According to Theorem
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Figure 2 Topological structure of the communication graph.
Table 1 Parameters of ith AUV model
m=100kg

Fi =1148N

Hi =1108N

Xiu =-120kg/s
Xiu̇ =-75.4kg
Xi|u||u| |ui |=-90kg/m

Yiq =-90kg/s
Yiq̇ =-40.8kg
Yi|q||q| |qi |-90kg/m

Ziw =-150kg/s
Ziẇ =-40.8kg
Zi|w||w| |wi |=-120kg/m

1, the attack duration rate is rate = 0.36 <

ε1 − ε1∗
= 0.378 and the attack frequency is
ε1 + ε2

ε1∗
= 0.0016.
ln µ + (ε1 + ε2 )∆∗
The simulation parameters are selected as follows: ρi = 1, δi = 0.5, ki = 3, di = 1 and
π
π π
Θi = [ , − , ]T . The initial states are chosen as ηi (0) = [i, i, i]T and vi (0) = [i, i, i]T ,
5 10 12
where i = 1, 2, 3, 4. Figures 4-6 show that the states of four AUVs are asymptotical consensus. The total number of triggering instants for AUVs can be seen in Figure 7.
In order to verify the superiority of the triggering mechanism (14) (Case: A) proposed
in this paper. The same DoS attack is adopted, compared with the triggering mechanism in
[30] (Case: B)that does not contain exponential variables. From Figure 7 and Figure 8, it can
be seen that the event-triggered mechanism mentioned in this paper can effectively reduce
the number of triggers.
Fa (t,t0 ) ≤

1
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Figure 4 State trajectories of the AUVs in x direction.
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Figure 5 State trajectories of the AUVs in y direction.

5 Conclution
In this paper, we study the secure consensus of multiple AUVs with DoS attacks by adopting event-triggered mechanism method. Based on the DoS attack characteristics adopted in
this paper, we know that the attacks are unknown and occur irregularly. Compared with the
existing results on the consensus problem of DoS attacks, we propose a novel triggering
condition. Under the proposed triggering conditions, the attack frequency and attack duration of DoS attacks are discussed. As long as these conditions are satisfied, the consensus
problem can be solved. In future work, we will try to study the consensus of multiple AUVs
in the case of directed topology.
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Figure 1
Sketch map of aperiodic sequences: tik and hn.

Figure 2
Topological structure of the communication graph.

Figure 3
Sequence of DoS attacks.

Figure 4

State trajectories of the AUVs in x direction.

Figure 5
State trajectories of the AUVs in y direction.

Figure 6
State trajectories of the AUVs in z direction.

Figure 7
Triggering instants for AUVs in x direction (Case: A).

Figure 8
Triggering instants for AUVs in x direction (Case: B).
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