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Consensus tracking-based clock synchronization
for the Internet of Things

Yugqing Niu, Ting Yang, Yucheng Hou, Shaotang Cai, Peng Yan

Abstract

Clock synchronization provides fundamental timing reference for various services in the Internet of Things (IoT). Unlike
centralized synchronization algorithm, which relies heavily on the synchronization routing and brings about error accumulation
consequently, the distributed synchronization algorithm achieves clock synchronization through time message exchange and
calculation among adjacent nodes, hence the error accumulation can be greatly eliminated. However, the convergence speed of
existing distributed synchronization algorithms is generally slow, and network topology information is seldom utilized to improve
the convergence speed, which may cause additional energy consumption especially in resource constrained scenarios. To improve
the convergence speed of distributed clock synchronization, a consensus tracking-based clock synchronization (CTCS) algorithm
is proposed in this paper. By analyzing the synchronization process in the state space framework, the convergence acceleration
term is designed to optimize the eigenvalue distribution of synchronization error matrix, hence the convergence speed can be
greatly improved. To be suitable for clock synchronization in the dynamic network, a reference clock input term is designed in the
clock update formula, which eliminates the oscillation of synchronized clocks triggered by synchronization of newly joined nodes.
To prove the convergence of CTCS, an in-depth analysis of the algorithm is conducted. Both simulation and experimental results

validate the effectiveness of CTCS in comparison with other solutions.

Keywords Consensus tracking, clock synchronization, logical clock, Internet of Things.
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2020).
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To overcome the disadvantages of centralized

synchronization, scholars have proposed distributed
synchronization algorithms in recent years (Su and Akyildiz
2015; Schenato and Gamba 2007; Maggs et al. 2012), which
have greatly reduced the accumulation of synchronization
error by performing routing-independent time message
transmission, hence a more uniform synchronization accuracy
is achieved. However, in practical applications, there are still
several shortcomings for existing distributed synchronization
algorithms: firstly, the convergence speed is slow and greatly
restricted by network connectivity, which leads to large
consumption of battery power and long-term occupation of
wireless channels. Secondly, there is a lack of explicit
reference clock in existing distributed synchronization
algorithms. Whenever newly joined nodes trigger the
execution clock synchronization, an implicit reference time
will be reconstructed by negotiating with the synchronized
clocks in the network, which results in discontinuous
oscillation of the value of synchronized clocks, hence the
normal operation of upper layer loT applications are greatly
affected.

Inspired by consensus tracking principle (Wang et al. 2016),
this paper proposes the consensus tracking clock
synchronization (CTCS). To overcome the aforementioned
disadvantages of existing algorithms, CTCS has designed
convergence acceleration term as well as reference clock
input term to improve the synchronization performances. In
light of most basic IoT functions are operated based on logical
clocks, such as TDMA communication protocol, CTCS sets
up the logical clock and synchronizes both logical drift rate
and logical offset jointly. The main contributions of CTCS are
summarized as follows:

1) Based on consensus tracking and dynamic system stability
theory, this paper maps the clock synchronization process to a
dynamic system in the state space framework, the functional
relationship between eigenvalues of synchronization error
matrix and convergence speed of CTCS is analyzed. Then we
derive the optimal value of convergence acceleration term and
optimize the distribution of eigenvalues with it, hence the
convergence speed of clock synchronization could be
accelerated.

2) We also design the reference clock input term in CTCS, by
which the newly joined nodes are synchronized based on the

current network clock, hence the synchronized logical clocks

no longer participate in the clock parameter update triggered
by newly joined nodes in the current distributed algorithms,
and the oscillation of synchronized clocks is avoided
consequently. Moreover, parameters of reference clock may
be affected by factors such as ambient temperature and
operating voltage, with reference clock input term, CTCS
could track the change of reference clock parameters, so as to
keep the long-term synchronization for network clocks.

The rest of this paper is organized as follows. In Section 2,
related works in the field of clock synchronization are
introduced. Section 3 gives mathematical models of logical
clock and IoT network topology. Section 4 presents the CTCS
algorithm in detail. Section 5 gives an analysis of parameter
settings and performance of CTCS. Various simulations are

carried out in section 6, and section 7 concludes the paper.

2 Related works

In practical IoT applications, it is often necessary to deploy
a large number of nodes, due to cost constraints, most IoT
nodes are equipped with low-precision clocks. As time goes
by, there will be a great clock deviation between network
nodes, which will affect the normal operation of network
functions (Lévesque and Tipper 2016). To solve this problem,
scholars have proposed a variety of clock synchronization
algorithms, which could be divided into centralized and
distributed synchronization according to the network topology
required for the execution of algorithms (Djenouri and Bagaa
2014; Swain and Hansdah 2015; Carli and Zampieri 2013).

Some typical centralized clock synchronization algorithms
and protocols include the timing-sync protocol for sensor
networks (TPSN) (Ganeriwal et al. 2003),
broadcasts synchronization (RBS) (Elson et al. 2002), delay

reference

measurement time synchronization (Ping 2003), flooding time
(Maroti  2004) and time
synchronization with immediate clock adjustment (TSICA)
(Wang 2017), etc.

synchronization

synchronization  protocol
In order to further improve the

accuracy, statistical signal processing
techniques are introduced into clock parameter estimation,
likelihood (MLE),

low-complexity maximum likelihood estimator (LCMLE)

such as maximum estimator

(Leng and Wu 2011) and minimum variance unbiased
estimator (MVUE) (Chaudhari et al. 2010).These clock
synchronization algorithms are usually designed for clock
small-scale IoT,

synchronization in the and they are



characterized by establishing and maintaining a hierarchical
synchronization routing, such as multi-layer tree or star
topology, through which time messages are exchanged.

With the development of communication technology, the
monitoring range of IoT has expanded from a local area to a
much wider area, resulting in continuous growth of network
scale. In large-scale IoT, the routing topology of centralized
clock synchronization contains too many layers, which leads
to serious synchronization error accumulation and uneven
synchronization accuracy (Maggs 2012), hence the quality of
IoT services based on clock synchronization is reduced. To
meet the high-precision clock synchronization requirement in
10T, scholars have proposed distributed clock synchronization
algorithms, in which network nodes only exchange time
information with their neighbor nodes, thus there is no need to
maintain a complex synchronization routing, and the
accumulation of synchronization errors is greatly reduced.

In time diffusion synchronization protocol (TDP) (Su and
Akyildiz 2005), IoT nodes are randomly selected as the
reference clock node, and a bifurcation tree topology is
constructed to achieve the clock synchronization. To maintain
the unidirectionality and continuity in the register value
update process in the physical clock, average time
synchronization (ATS) (Schenato and Fiorentin 2011) propose
the concept of logical clock and achieve clock
synchronization by exchanging and calculating clock
parameters iteratively. Consensus clock synchronization (CCS)
(Maggs 2012) iteratively update the clock with a weighted
average of clock values of its neighbor nodes, and network
nodes are allocated with different weights to reduce the
iteration  times. In  maximum-value based time
synchronization (MTS) (He et al. 2014a), the neighbor node
with maximum clock drift rate is selected as the reference
clock, the network time is synchronized to the fastest clock by
comparing and fusing clock value iteratively. However, the
clock drift rate synchronized by MTS is relatively high, in
maximum-minimum time synchronization (MMTS) (He et al.
2014b), the minimum consensus is used to optimize the clock
drift rate during the execution of MTS.

Compared with centralized synchronization, distributed
synchronization requires much more time message
transmission and computation, thus consumes greater node
battery power. In order to achieve higher energy efficiency,

cluster-based consensus time synchronization (CCTS) (Wu et

al. 2014) applies the clustering mechanism and uses cluster
head as the time message fusion center, which reduces the
number of time messages sent and received. Cluster-based
maximum consensus time synchronization (CMTS) (Wang et
al. 2017) combine the clustering mechanism with MTS,
which reduces the effect of initial random clock difference on
the synchronization speed and improves the energy efficiency.

However, the convergence speed of existing distributed
clock synchronization algorithms is affected by inherent
network connectivity. For example, in a fixed-scale network,
the convergence time of clock synchronization increases
significantly with the decrease of network connectivity (Wu et
al. 2014). To improve the network connectivity, a network
multi-hop controller is designed (Shi et al. 2019), and
neighbor nodes could switch between forwarding mode and
broadcasting mode. Nevertheless, the forwarding mode
dramatically increases the time message transmission delay,
which will affect the convergence of the algorithm (Franklin
et al. 2015). In addition, there is a lack of explicit reference
clocks in existing distributed synchronization algorithms. For
example, in CCTS, a weighted average of the initial clock
value of IoT nodes is set as the implicit reference time for
clock synchronization. As a consequence, the synchronization
of newly joined nodes will trigger the oscillation of current
implicit network reference time, which could further bring
about the incorrect mapping between IoT timestamp and the
actual timing sequence of [oT events.

To solve the above problems, this paper applies the
consensus tracking principle to clock synchronization and
proposes CTCS. By designing convergence acceleration term
and reference clock input term in the update process of logical
clock parameters, complex strategies are avoided to change
the network topology, and clock synchronization speed is
accelerated in the case of weak network connectivity.
Meanwhile, the oscillation of synchronized clocks triggered
by the synchronization of newly joined nodes is also
eliminated, making CTCS suitable for clock synchronization

in the IoT with a large and dynamical network scale.

3 IoT topology and logical clock model

In this section, we use graph theory to model the IoT
topology, and introduce logical clock based on physical clock

model.



3.1 IoT topology model

The network topology in IoT can be represented by graph
G=(V,E), where V={v,, v,,...,v,} is the set including all the
IoT nodes. Elements in E can be expressed as e= (vi, v)),
which represents the communication link between v; and v,.
In practice, IoT nodes generally adopt full duplex
communication mode, thus we assume that graph G is
undirected (e, € E=>¢, € E). All the nodes in the single-hop
range of node v, are defined as its neighbor nodes, which are
represented as the set N= { v, I (v;, v,)€E }, and the number
of elements in this set is defined as node degree d;. The
adjacency matrix A=[a;] represent the adjacency relationship
of network nodes, where g, is the corresponding weight of
the edge e;. If @,=0, then ¢,€E. Due to the power attenuation
of wireless signal, most IoT nodes cannot perform single-hop
communication with reference clock, hence the corresponding
edge weight should be set to 0. Finally, we give the definition
of Laplacian matrix, that is L=D-A=[/;], where D=diag(d,)
and ilij =0.

j=1
3.2. Logical clock model

The relationship between local clock C i(t) of node i and

reference time t is given by (Choi et al. 2011)
Ci=wittf; 1)
Where f; is the clock offset which indicates the difference
between C,(f) and reference time ¢. @, is the clock drift rate,
and due to some random factors in the manufacturing process,
the clock drift rate of different nodes is slightly different,
which is generally 10-30 ppm, hence the clock differences
between nodes will continue to expand as time goes by. Since
the value of w; is an inherent property of clock hardware, it is
difficult to be directly adjusted by traditional IoT clock
synchronization algorithms, and periodic execution of
synchronization algorithm is usually required to maintain the
long-term clock synchronization.

Instead of providing the absolute time, network clock is
mostly used to provide reference timing sequence for various
tasks in IoT. Therefore, we establish the logical clock model
based on physical clock in (1), and both logical drift rate and
offset could be which

compensates for the disadvantage of traditional clock

logical synchronized jointly,

synchronizations. Defining logical clock Ci(¢) of node i as the

function of physical clock C;(¢), we have

Table 1 Notation definitions

Symbol Definition

w!(k) Logical drift rate at time &
Bi(k) Logical offset at time k
si(k) Drift rate compensation parameter at time k
oi(k) Offset compensation parameter at time &

, Logical reference drift rate

B Logical reference offset
Ci(k) Logical clock value at time &
(k) Relative drift rate between node 7 and ; at time k

Cl(t)=s!C.(t)+o
=siot+s B +o, )

_ !
=wt+f
Where s; is drift rate compensation parameter, o; is offset

compensation parameter, o; is the logical drift rate and /3 is
the logical offset. Defining the reference logical clock as
Ct)=awt+p 3)
Where o, is reference drift rate, f. is reference offset. By
comparing (2) with (3), it can be seen that C;(f) could be
synchronized to C,(?) if and only if the following equations

are satisfied.
l 1
@ =50 =0,
{ﬂil = silﬂi + Ofl = :Br @

4 Consensus Tracking Clock Synchronization

In this section, CTCS is proposed to achieve clock
IoT. According to (4),
synchronization can be decomposed into two independent
offset

synchronization in clock

processes:  drift rate  synchronization and
synchronization. In order to avoid additional synchronization
error caused by drift rate deviation during offset
synchronization, drift rate synchronization will be executed
first. In practice, network node can’t directly perceive local
clock drift rate, however, the relative drift rate could be
measured. By using the relative drift rate, the logical drift rate
could be synchronized indirectly. Therefore, relative drift rate
estimation is performed during drift rate synchronization
process. In Table 1, we give the notation of main variables

involved in CTCS.
4.1 Relative drift rate estimation

The estimation of relative clock drift rate involves

interception, transmission and calculation of time message,



which is inevitably affected by various noises. The first order
discrete low pass filter could be used to process the time
(Schenato and Gamba 2007),

parameters are difficult to modify dynamically. For Gaussian

messages however, its
noise, Kalman filter could minimize the mean square error of
the estimation, and for non-Gaussian noise, it is the optimal
linear estimator. Meanwhile in Kalman filter, parameters to be
estimated are only related to the state of previous moment,
which shows a superior real-time performance. In view of this,
we adopt Kalman filter to estimate the relative clock drift rate
wii(k). According to first-order AR model (Hamilton et al.
2008), the dynamical process of w;(k) is given by

&, (k)y=pa, (k = 1)+w(k) ()
Where @, (k) is the estimation of w;i(k) at time k. since w; (k)
is a scalar, the state transition matrix is reduced to scalar p,
which is generally set as 1-100x10 (Zhou et al. 2019). w(k)
is the estimation noise. The estimation process includes state

prediction and state update, and state prediction is given by

Cz)ii (k):pa;l;/ (k - 1) (6)
P(k)= p*P(k—1)+02 (7

Where P(k) is estimation error variance, o, is estimation

noise variance. The status update is given by
@y (k)= (k)y+K (n)(y(k) — pd,; (k)) (®)

_o(k+)  Ck+D)-C k)

VK] o,(k+1)  C,(k+1)-C,(k) ©)
P(k)

K k e 10

® P)+or (10)

P (k) = (1= K (m) P(k) (11)

Where w;; (k) is the Kalman estimation of w;(k), y(k) is the

observation of relative clock drift rate with measurement

noise, Ci(k) is the logical clock value of node i, o, is

measurement noise variance, K(n) is the Kalman gain, and

P (k) is the optimal estimation error variance.
4.2 Synchronization of logical drift rate

In order to accelerate the convergence speed and overcome
the disadvantages of existing distributed synchronization
algorithms, based on consensus tracking principle (Bu et al.
2017), we design and add convergence acceleration term o,
reference drift rate term o, and sampling period term & to
improve the clock update formula given in CCTS, hence the

logical drift rate synchronization formula in CTCS is given by

o (k+1)=(1- o), (k) + &(w, — ] (k))

+ znlga,.j (@) (k) — o (k)) (12)

Since node i cannot obtain its logical drift rate directly,
therefore, (12) can’t be used directly in the logical drift rate
synchronization. However, synchronization could still be
achieved by updating logical drift rate compensation
parameters s;(k). First, by rearranging the coefficients of w;(k)
in equation (12), we have

o (k+1)=(1-e-0)w (k)+ i sa; (0 (k) - o] (k) + o,

=
= (k)Y (l—g——a —a,)+ Y eal(k)a,; +co,
Jj=1 n ‘ Jj=1

(13)
substituting (4) into (13), we have

S0k Do, = 5/ (0w, Y a))
= (14)

n
K ! K
+ Z cw; wa,s,(k)+ew,; o,
j=1

l-¢e-0
n

Dividing w;at both sides, we have

) Y
/= (15)

n

K 1 K

+Y ewla,s' (k) + o,
=

It can be seen that the update process of s; (k) is equivalent
to the synchronization process of w;(k). Then we design the
following logical drift rate synchronization process, and by
executing step 1 through step 3 iteratively, @ can be
synchronized to the reference logical drift rate w,. The
specific process is as follows:

Initialization. every IoT node reports the node number of its
neighbor within the Single-hop communication range to the
reference clock node, then the reference clock node calculates
the value of convergence acceleration term o and forwards it
to all the nodes.

Step 1. Node i: broadcasting time messages that include time
stamp information of physical clock C;(k) in the period of e.
According to different node type, the following update
processes of logical clock parameter are performed as soon as
the time message is received.

Step 2(a). Reference logical clock node: recording the change
of C.(k) and C;(k)in the period of &, then calculating the
relative clock drift rate w,, between C.(k) and C,(k), finally,
sending c;, back to node i.



Step 2(b). Neighbor node j: recording the change of C;(k) and
Ci(k) in the period of ¢, then calculating the relative clock
drift rate w; between C;(k) and C,(k), finally, sending both
i and drift rate compensation parameter s.(k) of node j back
to node i.

Step 3. Node i: when receiving ), @; and s.(k), performing

update of s/ (k) according to (15).

If all the node clocks update their logical drift rate
according to (15), which is equivalent to (12), theorem 4.1
shows that !(k) (1<i<n) could be synchronized to w,. Since
we analyze the synchronization process in the state space
framework, w;(k), (k) and , in (12) are being respectively
substituted with standard state variables x;(k), x;(k) and x, and
rewritten in (16) to clarify the following proof.

Definition 4.1. In the state space, defining the state of node i
as x;(k), and the reference state as x,, then the state vector of
all nodes (1<i<n) at time k is x(k)=[ x,(k), x, (k), -, x, (K)]%,
the reference state vector is x=[ x, X, =, x]/, the
e(kb)=x,-x(k).
synchronization, state of node is updated according to

synchronization error vector is During

following formula,
x,(k+)=(1-g-0)x,(k)

+ Zn: a (x;(k)—x, (k) + &x,

j=1
Theorem 4.1. In the IoT with n nodes and bidirectional

(16)

communication links, all the network nodes update their state
according to (16). Defining the synchronization error matrix
as L' =[(1-&-o0)l, —¢L], If all the eigenvalues of L* lie
inside the unit circle in the complex plane, then the state
vector x(k) will converge to the reference vector x,.

Proof. In order to show the update process of all the node
status at the same time, (16) is extended to the matrix form
and can be rewritten as

x(k+1) =[(1-e—-0)I, —eLlx(k) +¢&x, a7
Where I, is the identity matrix of order n. Substituting the
definition of e(k) into (17), we have

e(k+1)=[(1-e-0)l,—eL]e(k)+¢Lx, (18)

Since row elements of Laplacian matrix satisfies Zl[j =0,
j=l

and all the elements in X, are equal, hence eLx,= 0, then we
have

e(k+1)=[(1-&-0)I - eLle(k) (19)

Defining the  synchronization error matrix as

L' =[(1-¢-0)I,-¢L] , and according to the system
stability criterion in control theory (Franklin 2015), the
convergence of L* is determined by the distribution of its

eigenvalues. That is, if all the solutions of characteristic
equation (det[AI-L']=0) lie inside the unit circle in the

complex plane, then ]Eim e(k)=0, which is equivalent to
]!im x(k) = x, by the definition of e(k).

4.3 Synchronization of logical offset

When logical drift rate of all the nodes is synchronized, the

logical offset of node 7 can be expressed as
Bl ==5p ol (20)
a)i

In practice, node i cannot obtain its logical offset directly,
however, the synchronization of fi (k) to B could still be
achieved indirectly by updating logical offset compensation

parameters o, (k) according to (21) and is given by

ol (k+1)= 0} (k) + (¢ +0)(C, (k) = C;(k))

} 1
~0f +e 3 (C ()~ C (k) :

To show the update process of o) (k) is equivalent to the
synchronization process of A (k), by adding ®,f, / @, to both

sides of the (21), we have

LB 40! (k+1) = (1- )2 B+ 0! ()] + &(C, (k) - C' (k)
Cl)i a),
+£3a,(C (k) - C'(k)) (22)

When logical drift rate is synchronized, from (2) and (3), the

logical clock of node i can be expressed as

Cl=wt+p

Hence we have

C, (k)= Cj(ky=pB, - B; (k) (23)
In a similar way

C (k)= C; (k)=p,(k) = 3. (k) (24)

Substituting (23) and (24) into (21), we have

B+ = (=00 (0)+ (8, ~ Bl (Kk)
n 25
e a,(B;(0)= B (k) (25)

By combining the coefficients of (k) and letting S (k)=x(k),
B,=x,, it can be seen that (25) is equivalent to (16), hence f.
can be synchronized to - by Theorem 4.1.



5. Performance analysis of CTCS

In this section, the performance of CTCS algorithm is

analyzed, including network connectivity constraints,

convergence speed, optimal value of convergence acceleration
term and response of CTCS to input disturbance.

5.1 Maximum network connectivity constraint

The convergence of the distributed synchronization
algorithm is closely related to the network connectivity, thus
we analyze the relationship between the maximum network
connectivity dme and the convergence of CTCS, and
following conclusions are obtained.

Corollary 5.1 The sufficient condition for Theorem 4.1 is that
the maximum network connectivity satisfies dua<(2-¢-0)/2¢.

Proof. By Theorem 4.1, to ensure the convergence of the
CTCS, all the eigenvalues of L" should lie inside the unit
circle in the complex plane. Since L" is real and symmetric,
all its eigenvalues are real, thus the convergence condition is
simplified to |4 |<1. Defining /; as the eigenvalue of L, and
matrix and

according to the relationship between

corresponding eigenvalues (Zhang 2017), we have

2 =(1-g-0)- ek (26)
By substituting (26) into constraints of 1;, we have
-1<(1-g-0)-eAi <1 27

By Gersgorin Circle Criterion (Horn 2012), The distribution
of A; satisfies

~Amax <hi~Amax< dmax (28)
the following two inequations are obtained by applying
identical transformation to (27) and (28), then we have
0<eto+ed; <2 (29)
0<etoted <eto+2edmax (30)
Since (30) must satisfy the convergence criterion given by
(29), that is, eto+2edun<2, thus the maximum network

connectivity should satisfies du<(2-¢-6)/2¢.
5.2 Convergence speed analysis

Convergence speed is a key criterion for evaluating the
algorithm performance, with modal decomposition (Brogan
1991), we get the relationship between algorithm convergence

speed and eigenvalue distribution of L.
e(k) = MA"M'e(0) = > v,(4 )" w/e(0) (31)
i=1

Where e(0) is the vector of initial synchronization error. Since

L" is real and symmetric, it can be diagonalized to get

A=ML'M", with 1, being diagonal elements. M=[v; v; ... v,]
and v; is right eigenvector of L, (M™")™=[w; w» ... w,] and w;
is left eigenvector of L. Taking the limit of (31), we have
i (6) = i 2 v O+ o
+limv, (4,) wle, (0)

By arranging the modulus of eigenvalues of L* in
descending order, we have
|/11* 2|ﬁ;|2---2|ﬁ;|. From (32), it can be seen that the

convergence speed of e(k) is mainly determined by |1;| and

increases as |4, | decreases. In the following sections, 4, is

represented by 4., for the convenience of analysis.
5.3 Optimal value of convergence acceleration term

It can be seen from (26) that the eigenvalue distribution of
L" is related to the convergence acceleration term o, sampling
period € and eigenvalues of L. However, the sampling period
¢ is fixed during the synchronization, and 4; is determined by
network topology. Hence the eigenvalue distribution of L*
could only be optimized by o. By selecting the appropriate
value for convergence acceleration term, Jae could be placed
closer to the origin of complex plane to get a faster
convergence speed. Based on above analysis, the optimal
value of ¢ should minimize the maximum eigenvalue of L.
Theorem 5.1. Assuming that all the eigenvalues of matrix
(1-e)I-eL are located inside the unit circle of the complex
plane, and its maximum and minimum eigenvalues are Amax
and Jmin, respectively, then the optimal value of the
convergence acceleration term o iS (AmaxAmin)/2.

Proof. When the eigenvalue distribution of L" is adjusted by
the o, it is necessary to ensure that Do is still located inside
the unit circle, thus the following two inequation must be
satisfied simultaneously

0 - Amin<l

Amax - 0 <1

Combining above two inequations, we have

/1max+1 <o< 1 +/1min (33)
to ensure that A, <Amax, it is necessary to satisfy that
‘0' - /lmin|<j~max (34)

Since Amax <1, the upper limit of ¢ can be obtained by
combining (33) and (34) and is given by

0<Amax Fmin

In the geometric sense, |/1:m| is the Euclidean distance between

o and Amin O Amax. Defining the operator max{a,b} to be the



larger of a and b, then |1, J=max {|Lnin-01,|Anax-0]}, Hence |

will reach the minimum value if and only if 6=(AmaxtAmin)/2.
5.4 Input disturbance response analysis

Parameter update process of logical clock may be disturbed

by wvarious noises (such as measurement noise and
transmission noise), hence we give an analysis of disturbance
response of parameter update process in CTCS. Update
process of logical clock parameters may be disturbed by
various noises (such as measurement noise, transmission
noise, etc.), hence we analyze the disturbance response of
CTCS as well. Without loss of generality, we choose the ith
row (synchronization error of node i) in (19) for analysis, by

adding the disturbance d(k), we have

e, (k+1) = (l-¢a,,, — o+ Y_ca,)e (k)
n " (35)
+Y eaye; (k)+d(k)
Jj=1

Taking the z-transform, the transfer function from d(k) to e;(k)

is given by

zE(z) = (1-€ay,,, —o+ ). ca,)E(z)
) (36)
+Y ca,E (2)+D(z)
Jj=1

Since (36) is linear, the influence of D(z) on synchronization

error could be considered independently, let Zea..E.(z)=0,

/)
J=1

the transfer function between synchronization error and
disturbance is given by
E(z) 1

=00

37

n
z=(1-¢&aqy,.,, —o-+zga[/)
=l

Since any form of input disturbance can be expressed as the
superposition of impulse functions, in order to investigate the
impulse response of (35), the d(k) is expressed as
(k) = {D, k=0

0, k=0
Taking the z-transform of d(k), we get D(z)=D. According to
final value theorem (Franklin 2015), we have
(z-DD

e [o]=lim

z—1

=0 (38)

n
z=(1-¢&ay,,, —o+ Zeaﬁ)
J=l

This limit operation in (38) indicates that the influence of

input disturbance to the update process will gradually vanish
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Fig. 1. Network topology composed of 20 nodes.

after several iterations.

6 Simulation and experimental result

CTCS is designed based on the consensus tracking
principle and analyzed in the state space framework. By
referring to the simulation design of consensus tracking-based
algorithms (Yin et al. 2013; Yang et al. 2013), we perform the

simulation and analysis of CTCS and its comparative

algorithm with system control toolbox in MATLAB
(R2018b).
Clock synchronization algorithms are simulated in

networks with different scale ranging from 20 nodes to 100
nodes, and simulations include: 1) the influence of
convergence acceleration term on the convergence speed; 2)
synchronization of newly joined node: 3) response of CTCS
to the changes of reference drift rate. In practice, logical clock
is constructed based on RTC clock (32.768kHz), hence the
resolution of logical clock in the simulation is set to 1/32768
~ 30.5 ps =1 tick. In order to maintain good visibility of
simulation results, in the synchronization of newly joined
nodes, the execution period is set to 0.01 s, while in other
simulations, it is set to 0.02 s.

In most distributed clock synchronization algorithms, clock
drift rate and clock offset are synchronized independently
with identical parameter update formula, thus the total clock
synchronization time is generally twice as long as drift rate
synchronization time. To reduce the simulation complexity,
we analyze and compare the performance of different
algorithms mainly based on logical drift rate synchronization.
The comparison algorithms are MMTS, CCS, and CCTS.

6.1. Logical drift rate synchronization



Consensus value = 5.11 ppm

The logical drift rate (ppm)

0.2 04 . 0.6 0.8 1
Time (s)

Fig. 2. Logical Drift Rate Synchronization of CCTS.

[=N)
=1

S
(=]
L

553
=1
T

Ref=5.11 ppm ]

The logical drift rate (ppm)
g o

N

S

| L
L

=)
=}

0.2 0.8 1

=1

0.4 0.6
Time (s)

Fig. 3. Logical Drift Rate Synchronization of CTCS.

x10*
L —— CCTS
6 —— CTCSj
=
5 4r .
]
o
=
=S
Q
<
g2r I
] L
ol =
0 0.2 0. 0.8 1

4 0.6
Time (s)

Fig. 4. Convergence of Laplacian Potential.

We first perform the simulation of logical drift rate
synchronization in a network including 20 nodes. In Fig. 1,
dotted lines represent the communication link, and node 1 is
set as reference clock, node 2, 3, 4 and 5 are its neighbors.
The average network connectivity d =3.5. In order to
evaluate the consistency of logical drift rate during the
synchronization process, we record the change of network

Laplacian potential as well, and the definition of Laplacian
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Fig. 6. eigenvalue distribution of CTCS

potential is given by (Olfati-Saber 2007)
1
O, (x)=x"Lx= EZa,.j(xj -x)
LJ

Fig. 2 and Fig. 3 show the logical drift rate synchronization
of CCTS and CTCS, respectively. The initial logic drift rate
w,(0) is set to obey uniform distribution U(-50,50), the unit is
ppm. In CCTS, logical drift rate of network nodes converges
to the average of initial logical drift rate, which equals to 5.11
ppm. To ensure the consistency of simulation condition, the
reference logical drift rate in CTCS is set to 5.11 ppm as well.
The iteration will terminate as the maximum logical drift rate
difference between nodes is less than 1ppm. In Fig. 2, the
number of iterations of CCTS is 37, which takes 0.74 s, and
the total
20x37xd=2590. However, in Fig. 3, the CTCS only iterates

for 8 times, which takes about 0.16 s. The total number of

number of time messages transmitted is

time messages transmitted is 20x8x d =560, which is
approximately 80% less than that of CCTS.

Fig. 4 shows the change of network Laplacian potential
during the synchronization process. It can be seen that ®g(x)

gradually converges with 0 being the limit, and the
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convergence speed of CTCS is faster than that of CCTS. This
is because the convergence speed of CCTS is only determined

by network connectivity, while our algorithm could
calculate the convergence acceleration term according to the
network topology, thus a faster convergence speed is achieved
by optimizing the eigenvalue distribution of synchronization
error matrix.

Theorem 5.1 gives the calculation method of convergence
acceleration term, in order to evaluate the effect of
convergence acceleration intuitively, we calculate and show
the eigenvalue distribution of synchronization error matrix in
CCTS and CTCS, and results are respectively shown in Fig. 5
and Fig. 6. In the network with 20 nodes, since 20
eigenvalues are all located in the unit circle of the complex
both the

maximum eigenvalue of CCTS is very close to the boundary

plane, algorithms could converge. However,
of unit circle, indicating a critical stable state for CCTS,
which is characterized by slow convergence speed. It can be
seen from Fig. 6 that, by using convergence acceleration term,

the eigenvalue distribution of CTCS could be adjusted much
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closer to the origin, and the modulus of Joo. decreases from
0.91 to 0.42. By (30), the convergence speed is mainly
determined by |4, and increases with the decrease of |A,.,
hence the synchronization speed is significantly improved.
With same iteration times, we compare the maximum
difference of logical drift rate of different algorithms in Fig. 7.
The horizontal axis is the number of iterations, and the
vertical axis is the maximum difference of logical drift rate
among network nodes. The number of iterations is set to 20.
CCS is designed based on consensus agreement algorithm
without specific optimization for convergence speed, hence its
convergence speed is the slowest. CCTS is improved based on
CCS, and cluster head is adopted to elevate the time message
processing efficiency. After 20 iterations, the maximum
difference of logical skew rate of CCTS is 2.8 ppm. In MMTS,
it is necessary to execute both maximum and minimum
consensus algorithms, which reduces its convergence speed,
and the maximum difference of logical skew rate is 1.2 ppm.
Optimized by convergence acceleration term, the maximum
difference of logical skew rate of CTCS is only 0.7 ppm,

which is lower than comparison algorithms after 20 iterations.
6.2. Synchronization of newly joined nodes

Fig. 8 shows the synchronization of newly joined nodes, in
the synchronized network with 100 nodes. the execution
period is set to 0.01 s to maintain a good visibility of
simulation results. As can be seen form simulation result,
logical skew rate of network nodes is synchronized to 20 ppm
at 0.28 s. A total of 20 nodes join the existing network and
trigger the execution of clock synchronization at 0.5s, since
the number of newly joined nodes is much smaller than that
of original network, it only takes 0.12 s to complete the
synchronization. By comparing with the simulation results of
average consensus-based clock algorithm (Wu 2015), it can
be seen that the logical drift rate of synchronized clocks in the
original network remains steady as newly joined nodes
thus CTCS
adaptability to the change of network scale.

perform synchronization, shows a Dbetter

6.3 Dynamic response of reference input change

We test the dynamic response of CTCS by changing the
reference logical drift rate. Firstly, the reference logic drift
rate is set to 20 ppm, As can be seen from Fig. 9, the

synchronization of logic drift rate takes 0.16 s and the number
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of iterations is 8. Whereafter, the reference logical drift rate
was changed to 40 ppm and -20 ppm at 0.32 s and 0.62 s,
respectively, and in both settings, resynchronization could be
achieved within 7 iterations, which reveals a good dynamic
In Fig. 9, is the
synchronization result of CCTS and CCS, which equals to
ZLOi“wil (0), Where w;(0) is the initial logical drift rate when

the synchronization starts. As can be seen from simulation

response. the orange dotted line

results , if there is any change in the reference clock
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parameters, the rest of network nodes would track the change
to keep the long-term clock synchronization state in the

network.
6.4. Logical offset synchronization

Fig. 10 and Fig. 11 give the geographic distribution of
logical offset before and after synchronization by CTCS in a
network with 100 nodes. According to (3), when the logical
drift the

synchronization can be achieved by completing the logical

rate  synchronization is completed, clock
offset synchronization. In the simulation, node number is
represented by coordinates of x-axis and y-axis, and logical
offset is represented by z-axis with tick as the unit. Initial
logical offset obeys uniform distribution U(0,800) and the
maximum logical offset difference is 749 ticks.

In the simulation of CCTS (Wu 2014), the maximum offset
difference is reduced to less than 30 ticks in a network with
25 nodes. However, the maximum offset difference in CTCS
is reduced to less than 7 ticks after 20 iterations, showing a

better performance.
6.5. Network scale and algorithm iteration times

The convergence speed of the clock synchronization
algorithm is closely related to the network scale, hence we
compare the convergence speed of different algorithms in
different network scales. For the sake of generality, the
average network connectivity is set randomly between 3.5 and
3.7. In each scale, only 20% of the nodes could communicate
with the reference node, and 5 times of simulations are
performed before the average was taken. The comparison
algorithms are MMTS, CCS, and CCTS, and initial value of

node clock obeys uniform distribution with the same



parameters. During the simulation, the iteration would stop if
the maximum clock difference between nodes is less than 1
tick.

As can be seen from Fig. 12 that the number of iterations
increases nonlinearly with the expansion of network scale.
CCS is designed based on the consensus agreement algorithm
which has not been optimized for large-scale networks, hence
the number of iterations increases rapidly. After the execution
of maximum consensus algorithm, MMTS also has to execute
the minimum consensus algorithm to optimize clock speed,
which increases the number of iterations. In CCTS, time
message interaction is transferred from neighbor nodes to
cluster members, which reduces the number of iterations.
However, additional time message transmission is required
between cluster heads, thus increase the number of iterations.
By actively adjusting the eigenvalue distribution of
synchronization error matrix, CTCS is able to improve the
convergence speed without relying on the clustering strategy
as well as increasing the computational complexity. The
simulation result shows that CTCS requires fewer iterations in
all the network scale. In the network with 100 nodes, the
number of iterations of CCTS is 95 and that of CTCS is only
28.

7. Conclusion

In this paper, a novel distributed clock synchronization
algorithm (CTCS) is proposed to achieve efficient clock
in IoT. the

shortcomings of current clock synchronization algorithms,

synchronization In order to overcome
CTCS performs joint synchronization of clock drift rate and
clock offset based on the consensus tracking principle.
Considering that the convergence speed of synchronization
algorithm is slow in a weakly connected network, we design
the convergence acceleration term in the update equation of
logical clock parameters, by actively adjusting the eigenvalue
distribution ~ of the

synchronization convergence speed is accelerated. Meanwhile,

synchronization  error  matrix,
the reference input term is designed as well to eliminate the
oscillation of synchronized clocks caused by newly joined
nodes. In the simulation part, we perform extensive
simulations and compare the performance of CTCS with other
popular distributed synchronization algorithms. The results
show that CTCS

synchronization speed and adaptability to network scale

is superior to others in terms of
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changes.
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60 - ; . .

=
o

Consensus value =5.11 ppm

b
=

l

b2
o

lﬂgical drift rate (ppm)

The
5

] | [

o
S

0.2 0.4 6 0.8

=

Time (5}{]'

Figure 2
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Logical Drift Rate Synchronization of CTCS.



x10*

— TS

e —— CICSj;
=

G 4t +
=]
=
g
2

e2r I
]

=
0k | —
0 0.2 0.4 0.6 0.8 1
Time (s)

Figure 4

Convergence of Laplacian Potential.
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Figure 10
Logical offset distribution before synchronization
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Relationship between the number of iterations and network scale



