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Abstract 

Recent studies show that the performance of deep convolutional neural network (CNN) applied to 

Steganography is better than that of traditional methods. We propose NAS-Stego to solve the 

problem of static network structure of the model in steganography algorithm based on deep learning. 

Different from the existing steganography algorithm based on deep learning, NAS-Stego uses a 

controller which is a LSTM[18] to generate the architecture of the encoder. We use reinforcement 

learning and Monte Carlo to train that controller. We have conducted experiments on BOSSBase 

dataset, and the results show that NAS-Stego has achieved better performance. We use steganalysis 

analyzer StegExpose to test the anti-steganalysis capability of NAS-Stego, the experiments show 

that NAS-Stego has achieved good performance. 

Keywords Image Steganography , Neural architecture search，Convolutional neural network, deep 

learning

1 Introduction 

Traditional image steganography is mostly 

based on LSB algorithm. In recent years, more 

advanced traditional image steganography 

algorithms have been proposed, such as  

HUGO[20], UNIWARD[21], MiPOD[22], 

HILL[23], etc. With the development of deep 

learning technology, more and more 

researchers begin to use convolutional neural 

networks for image steganography. Compared 

with the traditional image steganography 

algorithm, the image steganography algorithm 

based on depth learning has many advantages, 

for example, it does not require manual design 

of feature engineering, and can achieve greater 

embedded payload. The main technical 

architecture of image steganography algorithm 

based on deep learning is auto-encoder and 

GAN[19] (generative adversarial networks). Its 

core ideas are: (1) Input the carrier image and 

the data to be embedded into the neural 

network model encoder, generate the 

steganographic image by the neural network, 

then input the steganographic image to another 

neural network model decoder, and the decoder 

outputs the embedded data; (2) Input the carrier 

image and the data to be embedded into the 



encoder, and the encoder generates the residual 

(steganographic image - original carrier image), 

then add the residual to the carrier image to 

obtain the steganographic image, and input the 

steganographic image to the decoder to obtain 

the embedded message. The existing image 

steganography algorithms based on deep 

learning are all artificial design model network 

structure and do a lot of hyperparameter tuning 

experiments. Inspired by ENAS[2], we added 

another neural network Controller to the 

existing framework and use that Controller to 

generate the encoder’s architecture. 

2 Related work 

SteganoGAN[1] proposed the steganographic 

architecture of Encoder, Decoder and 

Discriminator, in which each model is a 

convolutional neural network and has achieved 

good performance. Encoder is used to embed 

message in Cover image and generate Stego 

image, and Decoder is used to extract that 

message from Stego image. Discriminator and 

Encoder compete with each other in a GAN 

way to control the quality of the generated 

images.  

ENAS[2] proposed a fast and inexpensive 

approach for automatic model design. In ENAS, 

a controller discovers neural network 

architectures by searching for an optimal 

subgraph within a large computational graph. 

The controller is trained with policy gradient to 

select a subgraph that maximizes the expected 

reward on a validation set. Meanwhile the 

model corresponding to the selected subgraph 

is trained to minimize a canonical cross entropy 

loss. Sharing parameters among child models 

allows ENAS to deliver strong empirical 

performances.  

3 Our Algorithm 

3.1 Overall system framework 

The main structure of the NAS-Stego 

framework is shown in Fig1. The Controller is 

used to generate the Encoder framework. Its 

structure is LSTM. In this paper, the 

reinforcement learning algorithm is used to 

update the parameters of the Controller. The 

performance of the encode-decode process is 

used as a reward for updating the Controller. 

The dotted box represents the models of the 

process of encoding and decoding.  

 

Fig. 1 Architecture of NAS-Stego  

 

In the training phase, we fix the controller and 

train coders which include encoder, decoder 

and discriminator; then fix the coders and train 

the controller. The whole process cycles for 

many times. See the appendix for the detailed 

algorithm. 

After training, we use the encoder to embed 

message into cover image and generate stego 

image; then use the decoder to extract the 

embedded message from that stego image. 

3.2 Architecture 

NAS-Stego contains four models: Controller, 

Encoder, Decoder, Discriminator. Controller is 

used to generator the architecture of Encoder, 

Encoder is used to embed secret message into 

cover image and generate stego image, 

Decoder is used to extract that secret message 

Controller

generate

reward

Cover image Message 

Encoder Decoder

Discriminator
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from the stego image, Discriminator is used to 

limit the stego image generated by Encoder to 

be close to the cover image. 

3.2.1 Controller 

Controller is a LSTM, the architecture of which 

is shown in Fig2. We use Controller to generate 

the architecture of Encoder layer by layer. So 

the process of generating Encoder is a sequence 

problem. The input of Controller is the 

previous information of the layer generated by 

Controller and the output of Controller is the 

current information of the layer to be generated.  

 

Fig. 2 Controller 

When training, Controller is regarded as a 

policy function and we use policy gradient 

algorithm in reinforcement learning to train 

Controller. 

𝑃(𝑚 = 𝑚%) = 𝜋(𝜃;𝑚%) (1) 
Equation (1), in which 𝑚%  is one of the 

models in the search space and 𝑃(𝑚 = 𝑚%) is 

the probability that Controller samples 𝑚% , 

represents the policy function of Controller. 

3.2.2 Encoder 

 

Fig. 3 architecture of the basic Encoder 

Consisting of several convolutional layer, 

Encoder embeds secret message into cover 

image and generates the corresponding stego 

image. 

 

Fig. 4 topology of the basic Encoder 

The basic Encoder’s architecture and topology 

is shown in Fig3 and Fig4 respectively. That 

topology is the basis of search space in which 

the Controller generates the architecture of 

Encoder. 

3.2.3 Decoder 

Consisting of several convolutional layer, 

Decoder extracted the secret message 

embedded by Encoder from the stego image 

generated by Encoder. 

 

 

Fig. 5 architecture of Decoder 

Fig5 shows the architecture of Decoder which 

is composed of several convolutional layer 

containing skip connection. 

3.2.4 Discriminator 

 

Fig. 6 architecture of Discriminator 

Discriminator is a binary classifier, and its duty 

is to classify the cover images and the stego 

images. Discriminator and Encoder are jointly 

trained in the same way as generator and 

discriminator in GAN. Fig6 shows the 

architecture of Discriminator which consists of 

several convolutional layers without skip 

connection. 
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3.3 Search space 

Fig7 shows the topology of the fully connected 

Encoder which is a DAG (directed acyclic 

graph). The existence of the specific black 

arow in Fig7 is controlled by Controller and the 

blue wider arrows represents the topology of 

the basic Encoder in Fig4. 

 

Fig. 7 topology of the fully connected Encoder 

Inspired by ENAS, we use Controller to 

generate the sub graph of that fully connected 

DAG and that sub graph is the architecture of 

the generated Encoder. The parameters are 

shared among all generated encoders. Besides 

each convolution layer has two types of 

convolution kernels: 3*3 and 5*5. So there are 

2, × 2. = 8192 models in our search space. 

3.4 Reward and Loss function 

3.4.1 Reward of Controller 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦% = 𝑚𝑎𝑡𝑐ℎ(𝑀,𝑀;) (2) 
𝑅𝑒𝑤𝑎𝑟𝑑 = 𝐸AB~D(E;AB)[𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦%] (3) 

In equation (2) and (3), 𝑚% represents the ith 

encoder from the search space, 𝑀  and 𝑀; 
represent the secret message embedded by 

Encoder and the secret message extracted by 

Decoder respectively, and 𝑅𝑒𝑤𝑎𝑟𝑑  is the 

similarity of 𝑀 and 𝑀; . When training, the 

parameters of Controller are updated by: 

𝜃I = 𝜃IJK + 𝜂 𝜕𝑅𝑒𝑤𝑎𝑟𝑑𝜕𝜃 (4) 

3.4.2 Loss function of coders 

𝑙𝑜𝑠𝑠S%TU = 𝐸V~WX𝐷𝑖𝑠𝑐(𝐶) − 𝐸V~WX𝐷𝑖𝑠𝑐(𝑆)(5) 
In equation (5), 𝐷𝑖𝑠𝑐  is Discriminator, 𝐶  is 

the cover image, 𝑆  is the stego image, and 

𝑙𝑜𝑠𝑠S%TU  is the loss of Discriminator. 

𝑙𝑜𝑠𝑠_ = 𝐸V~WX `
1

𝐶 ×𝑊 ×𝐻‖𝐶 − 𝑆‖d
de (6) 

𝑙𝑜𝑠𝑠_  represents the distance between a 

specific cover image and the corresponding 

stego image. We hope the distortion to cover 

image is small. 

𝑙𝑜𝑠𝑠g = 𝐸V~WX𝐶𝑟𝑜𝑠𝑠𝐸𝑛𝑡𝑟𝑜𝑝𝑦(𝑀,𝑀;) (7) 
𝑙𝑜𝑠𝑠g represents the distance between 𝑀 and 

𝑀;. The smaller 𝑙𝑜𝑠𝑠g, the better performance 

of NAS-Stego. 

𝑙𝑜𝑠𝑠k = 𝐸V~WX𝐷𝑖𝑠(𝑆) (8) 
𝑙𝑜𝑠𝑠g&S  is the joint loss of Encoder and 

Decoder: 

𝑙𝑜𝑠𝑠g&S = 𝑙𝑜𝑠𝑠_ + 𝑙𝑜𝑠𝑠g + 𝑙𝑜𝑠𝑠k (9) 

4 Experiment 

4.1 Experiment setup 

BOSSBase1.01 contains 10000 gray-scale 

natural images with a size of 512 × 512. 7000 

images were used for training, 1000 images for 

validation and 2000 images for testing. The 

embedding payloads are 1–4 bpp. 

We use the Adam optimizer to train the models 

in NAS-Stego. The learning rate of Controller’s 

optimizer is 3.5𝑒J., and the others are 1𝑒J.. 

4.2 Experimental results 

We only search the architecture of Encoder in 

the steganography system with embedded data 

depth of 2. Based on transfer learning theory, 

we generalize this sampled architecture to other 

embedded data depth. 

2

6

1-a

1-b

5

4

3



 

Fig. 8 the best architecture sampled by Controller 

Fig 8 shows the best architecture sampled by 

Controller. We then train that sampled Encoder, 

Decoder and Discriminator from scratch. The 

loss and accuracy are shown in Fig9 and Fig10. 

 

Fig. 9 𝑙𝑜𝑠𝑠g&S and accuracy during training 

 

Fig. 10 𝑙𝑜𝑠𝑠g&S and accuracy during validation 

As shown in Fig9 and Fig 10, we can see that 

as the embedded depth increases from 1 to 4, 

the 𝑙𝑜𝑠𝑠g&S  and accuracy increase and 

decrease respectively. 

 

Table 1 Performance comparison with SOTA works. 

Method Image 

channel↓ 
Bpp↑ Acc%↑ 

Hidden[3] 3 1.83e-3 99.47 

Hiding-net[4] 3 24 7.16 

HiNet[5] 3 24 56.84 

UDH[6] 3 24 20.34 

Liu[7] 3 3.05e-4 70.56 

Zhang[8] 3 3.05e-4 71.85 

GSS[9] 3 8.8e-2 63.50 

Hu-1[10] 3 1.83e-2 90.50 

Hu-2[11] 3 7.32e-2 91.73 

GSN[12] 3 1 97.53 

GSN[12] 3 2 81.61 

NAS-Stego 1 1 97.02 

NAS-Stego 1 2 90.48 

NAS-Stego 1 3 75.51 

NAS-Stego 1 4 68.36 

 

We compare our work with several SOTA 

works as shown in Table 1. Image channel 

which is the number of channels of the cover 

image, reflects the capacity of the cover image 

and the smaller this value is, the more difficult 

it is to embed information. Bpp is data depth of 

the secret data to be embedded and bigger Bpp 

indicates better steganography capacity. Acc is 

the accuracy which represents the proportion of 

the same bit value of 𝑀 and 𝑀; in the total 

length.  

As we can see from Table 1, Hidden[3] achieves 

the highest accuracy but its payload(Bpp) is 

very low. Hiding-net[4], HiNet[5] and UDH[6] 

have the highest payload but their accuracy is 

lower than NAS-Stego. GSN[12] achieves 97.53% 

accuracy when the payload is 1, but it uses 

RGB images as cover image while NAS-Stego 

uses gray-scale.  

 

Table 2 Performance comparison with SteganoGAN[1]. 

Method Image 

channel↓ 
bpp

↑ 

Acc%↑ 

SteganoGAN[1] 1 1 94.83 

SteganoGAN[1] 1 2 87.4 

SteganoGAN[1] 1 3 72.26 

SteganoGAN[1] 1 4 66.41 

NAS-Stego 1 1 97.02 

NAS-Stego 1 2 90.48 

NAS-Stego 1 3 75.51 

NAS-Stego 1 4 68.36 

 

We compare our work with SteganoGAN[1] as 

shown in Table 2. We use the same data as 

described in 4.1 to train, valid and test 

SteganoGAN[1] and NAS-Stego and the result 

shows NAS-Stego achieves better performance. 
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5 Anti-Steganalysis 

We use an open-source steganalysis tool called 

StegExpose[13] which combines several 

existing steganalysis techniques including 

Sample Pairs[14], RS Analysis[15], Chi Squared 

Attack[16], and Primary Sets[17]. To measure the 

effectiveness of our model at evading 

steganalysis by these techniques, we randomly 

select 1000 cover images from the test set, 

generating the corresponding steganographic 

images using NAS-Stego with bpp 1-4 and the 

recommended thresholds from the official 

StegExpose[13]. 

 

Table 3 StegExpose[13] steganalysis results 

Bpp threshold Detection ACC 

1 0.15 13.9% 

2 0.15 12.9% 

3 0.15 11.1% 

4 0.15 12.2% 

1 0.2 4% 

2 0.2 2.2% 

3 0.2 1.4% 

4 0.2 2.4% 

1 0.25 3.1% 

2 0.25 1.3% 

3 0.25 0.6% 

4 0.25 1.4% 

 

The recommended thresholds of StegExpose[13] 

are 0.15, 0.2 and 0.25 which represent easy 

mode, normal mode and hard mode 

respectively. As we can see from Table3, 

StegExpose[13] can only detect about 1%, 2% 

and 12% Stego image in easy, normal and hard 

mode respectively. 

6 Conclusion 

In this paper, NAS (neural architecture search) 

is introduced into image steganography 

algorithm, and a NAS-Stego framework is 

proposed, which enables the machine to 

automatically learn to generate the optimal 

encoder model.  

NAS-Stego framework includes four models: 

(1) LSTM based controller, which is used to 

generate encoder structure; (2) CNN based 

Encoder  which is used to embed information 

in carrier image and generate steganographic 

image; (3) CNN based decoder, which is used 

to decode information from the steganographic 

image; (4) CNN based discriminator, which is 

used to constrain the steganography picture 

generated by the decoder to be close to the real 

picture. 

We tested the performance of NAS-Stego under 

different embedded information depths. With 

the increase of the embedded depth, the 

performance declined. At the embedded depth 

of 1, the accuracy was 97.02%. 

In order to test NAS-Stego's anti steganography 

analysis capability, we use an open-source 

steganography analyzer StegExpose to perform 

steganography analysis on the stego images 

generated by NAS-Stego. The experimental 

results show that Meta Stego has a strong anti 

steganography analysis ability for StegExpose. 

Reference 

[1] Zhang K A, Cuesta-Infante A, Xu L, et al. SteganoGAN: 

High capacity image steganography with GANs[J]. 

arXiv preprint arXiv:1901.03892, 2019. 

[2] Pham H, Guan M, Zoph B, et al. Efficient neural 

architecture search via parameters sharing[C] 

//International conference on machine learning. PMLR, 

2018: 4095-4104. 

[3] Zhu J, Kaplan R, Johnson J, et al. Hidden: Hiding data 

with deep networks[C]//Proceedings of the European 

conference on computer vision (ECCV). 2018: 657-672. 

[4] Baluja S. Hiding images within images[J]. IEEE 

transactions on pattern analysis and machine 

intelligence, 2019, 42(7): 1685-1697. 

[5] Jing J, Deng X, Xu M, et al. HiNet: deep image hiding 

by invertible network[C]//Proceedings of the 

IEEE/CVF International Conference on Computer 

Vision. 2021: 4733-4742. 

[6] Zhang C, Benz P, Karjauv A, et al. Udh: Universal deep 

hiding for steganography, watermarking, and light field 

messaging[J]. Advances in Neural Information 

Processing Systems, 2020, 33: 10223-10234. 

[7] Liu M, Zhang M, Liu J, et al. Coverless information 

hiding based on generative adversarial networks[J]. 



arXiv preprint arXiv:1712.06951, 2017. 

[8] Zhang Z, Fu G, Ni R, et al. A generative method for 

steganography by cover synthesis with auxiliary 

semantics[J]. Tsinghua Science and Technology, 2020, 

25(4): 516-527. 

[9] Zhang Z, Liu J, Ke Y, et al. Generative steganography 

by sampling[J]. IEEE Access, 2019, 7: 118586-118597. 

[10] Hu D, Wang L, Jiang W, et al. A novel image 

steganography method via deep convolutional 

generative adversarial networks[J]. IEEE Access, 2018, 

6: 38303-38314. 

[11] Yu C, Hu D, Zheng S, et al. An improved 

steganography without embedding based on attention 

GAN[J]. Peer-to-Peer Networking and Applications, 

2021, 14(3): 1446-1457. 

[12] Ping Wei, Sheng Li, Xinpeng Zhang, Ge Luo, Zhenxing 

Qian, and Qing Zhou.2022. Generative Steganography 

Network. In Proceedings of the 30th ACM 

International Conference on Multimedia (MM ’22), 

October 10–14, 2022, Lisbon,Portugal. ACM, New 

York, NY, USA, 9 pages. 

[13] Boehm B. Stegexpose-A tool for detecting LSB 

steganography[J]. arXiv preprint arXiv:1410.6656, 

2014. 

[14] DumitrescuS, WuXiaolin, WangZhe. Detection of LSB 

steganography via sample pair analysis[J]. Signal 

Processing IEEE Transactions on, 2003. 

[15] Fridrich J , Goljan M , Rui D . Reliable Detection of 

LSB Steganography in Color and Grayscale Images. 

ACM, 2001. 

[16] Westfeld A , Pfitzmann A . Attacks on Steganographic 

Systems - Breaking the Steganographic Utilities 

EzStego[J]. Springer-Verlag, 2000. 

[17] Dumitrescu S , Wu X , Memon N . On steganalysis of 

random LSB embedding in continuous-tone 

images[C]// International Conference on Image 

Processing. IEEE, 2002:641-644. 

[18] Sak H, Senior A, Beaufays F. Long short-term memory 

based recurrent neural network architectures for large 

vocabulary speech recognition[J]. arXiv preprint 

arXiv:1402.1128, 2014. 

[19] Goodfellow I, Pouget-Abadie J, Mirza M, et al. 

Generative adversarial nets[J]. Advances in neural 

information processing systems, 2014, 27 

[20] Pevný T, Filler T, Bas P. Using high-dimensional image 

models to perform highly undetectable 

steganography[C]//International workshop on 

information hiding. Springer, Berlin, Heidelberg, 2010: 

161-177. 

[21] Holub V, Fridrich J, Denemark T. Universal distortion 

function for steganography in an arbitrary domain[J]. 

EURASIP Journal on Information Security, 2014, 

2014(1): 1-13. 

[22] Sedighi V, Cogranne R, Fridrich J. Content-adaptive 

steganography by minimizing statistical detectability[J]. 

IEEE Transactions on Information Forensics and 

Security, 2015, 11(2): 221- 234. 

[23] Li B, Wang M, Huang J, et al. A new cost function for 

spatial image steganography[C]//2014 IEEE 

International Conference on Image Processing (ICIP). 

IEEE, 2014: 4206-4210. 

  



Appendix 

training algorithm of NAS-Stego

Algorithm1. training of NAS-Stego  

input：Cover image dataset, 𝜂S%TU ,	𝜂g,	𝜂S,	𝜂p,e 

for 𝑖 ∈ {1,… , 𝑠𝑦𝑠𝑡𝑒𝑚𝐸𝑝𝑜𝑐ℎ𝑠} do 

// fix 𝜃，optimize ω and 𝛼SwUxywz、𝛼S%TUz%A%{|Ixz  

// 𝜃 is the parameter of controller, ω	is the parameter of Encoder 

Controller generates e Encoders: E1, E2,…, Ee 

for 𝑗 ∈ {1, … , 𝑒} do 

  for 𝑘 ∈ {1,… , 𝑐𝑜𝑑𝑒𝑟𝑠𝐸𝑝𝑜𝑐ℎ𝑠} do 

   Ei embeds Message in Cover image to generate Stego image 

   Decoder decodes Stego image to get Message’ 

   compute 𝑙𝑜𝑠𝑠S，and 
��xTT�

���B�X�B�B�����
 

backpropagate 𝑙𝑜𝑠𝑠S 

update	𝛼S%TUz%A%{|Ixz=𝛼S%TUz%A%{|Ixz − 𝜂S%TU ��xTT�
���B�X�B�B�����

 

   compute 𝑙𝑜𝑠𝑠g&S = 𝑙𝑜𝑠𝑠g + 𝑙𝑜𝑠𝑠_ + 𝑙𝑜𝑠𝑠k，and 
��xTT�&�

�� 、
��xTT�&�
����X���� 

backpropagate 𝑙𝑜𝑠𝑠g&S  

update ω=ω− 𝜂g ��xTT�&��� , 𝛼SwUxywz=𝛼SwUxywz − 𝜂S ��xTT������
����X����  

  end for 

 end for 

 // fix ω and 𝛼SwUxywz、𝛼S%TUz%A%{|Ixz，optimize 𝜃 

 for 𝑘 ∈ {1,… , 𝑐𝑜𝑛𝑡𝑟𝑜𝑙𝑙𝑒𝑟𝐸𝑝𝑜𝑐ℎ𝑠} do 

  Controller generates e Encoders: E1, E2, …,Ee 

  approximate expectations by Monte Carlo: 

𝐸gB~D(%,E)(𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦%) =
1
𝑒 ∗�𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦%

%�w

%�K
 

  compute 𝑅𝑒𝑤𝑎𝑟𝑑 = 𝐸gB~D(%,E)(𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦%) − 𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 

compute 
�kw�|zy

�E  

update 𝜃 = 𝜃 + 𝜂p �kw�|zy�E  



 end for 

end for 

Output：Encoder 、Decoder、Discriminator 

example of encoding and decoding

 

Fig.11 example of encoding 
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Fig.12 example of decoding 

 


