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Abstract

In the field of medical image content protection and security sharing, the introduction of blockchain
technology has a problem in that the secret key may be lost and cannot be recovered. Therefore,
this paper proposes an authenticable medical image-sharing scheme based on an embedded small
shadow QR code and a blockchain framework. First, a small shadow image is obtained by employ-
ing a secret image-sharing method based on the Chinese remainder theorem. Then, the shadow
image is embedded into a QR code with error correction. This not only ensures the security and
integrity of the shadow image transmission in the public channel but also avoids the problem where
the secret key is lost and cannot be recovered. Compared with some existing excellent schemes,
our scheme adopts a hash bit stream for authentication purposes and employs smart contracts to
authenticate and restore secret images, thus reducing the local load. In addition, experiments vali-
date that the recovered secret medical image is lossless and that the cover QR code is more robust
and secure. This method is suitable for medical image content protection and security sharing.

Keywords: Medical image sharing, QR Code, Small Shadow, Smart Contract

1 Introduction

Medical images contain all kinds of health infor-
mation of patients’ bodies and thus have a great
auxiliary effect on the treatment of patients’ dis-
eases. More important, sharing medical images
with other medical research institutions can
improve the efficiency of disease research and diag-
nosis. Therefore, it is essential to strengthen the
secure sharing of medical images in the field of
medicine and health. In the early stage, patients
need to create their own compact disks and send

them to another medical institution to complete
the sharing of patients’ medical images. This
scheme has the disadvantages of high cost and
low efficiency [1]. To address the lack of physical
media transmission, a North American organiza-
tion developed an image sharing network that
acquired medical images through third parties
and shared them with authorized participants [2].
However, it is not certain whether the third party
is truly credible.

Due to some characteristics of blockchain,
including security to trust, data traceability and
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untampered data on the chain, blockchain replaces
the trusted third party, which eliminates the trust
security of the third party. Patel et al. [3] exploited
blockchain technology to store a group of entity
signature information authorized by the patient in
the blockchain. When one of the entities needs to
obtain a certain medical image of the patient, it
first needs to obtain the private key correspond-
ing to the public key of the patient’s previous
access right as the authentication credentials and
then obtain the medical image of the patient
from the data source. In [4], the hospital server
put the hash value of electronic medical record
(EMR) ciphertext into the private chain to ensure
the safe storage of EMR. Doctors utilize search-
able encryption technology to encrypt keywords
and upload them to the alliance chain, and the
alliance chain nodes employ proxy reencryption
technology to reencrypt EMR ciphertext. In this
system, the data user authorized by the patient
can decrypt the reencrypted ciphertext with his
private key to obtain EMR. Xu et al. [5] intro-
duced dual policy revocable attribute encryption
and tamper resistant blockchain technology, and
proposed an efficient, secure and flexible electronic
medical record sharing system. The proposed
system enables electronic medical records to be
shared at a fine-grained level, allowing data users
to detect any unauthorized operations, and the
key generation center can revoke malicious users
without affecting honest users. The above medical
image-sharing schemes based on blockchain have
a defect: they all need to keep the key. If the key
is lost, then the required medical image cannot be
shared. Therefore, secret sharing technology can
solve this problem well.

Secret sharing technology is a good solution
to the problem in which a single secret carrier is
easily destroyed and cannot be recovered. Secret
sharing technology has gradually evolved since
1979, when Shamir and Blakley first proposed
the concept of secret sharing [6, 7]. The secret
is also changed from text data to image data,
which realizes the sharing of digital secret images
[8]. With the deepening of research, an increas-
ing number of scholars have proposed good secret
image-sharing schemes. Yan et al. [9] proposed an
authenticated secret image-sharing scheme that is
suitable for both dealer participation and dealer

nonparticipation. By improving the secret image-
sharing algorithm based on polynomials (PSIS),
the secret image can be restored with higher qual-
ity. However, the shadow images of many schemes
are noiselike images that easily attract the atten-
tion of attackers. Moreover, this kind of noiselike
image is difficult to identify and manage for par-
ticipants. Therefore, a meaningful secret image
sharing scheme (MSISS), also called the extended
secret image sharing scheme, was proposed by
Ateniese et al.[10]. A noiselike shadow image can
be embedded into meaningful carrier images by
steganography, which is not bound by the shar-
ing principle and can be applied to various secret
sharing schemes [11, 12]. Wu et al. [13] designed an
invertible secret image-sharing scheme,which used
steganography and realized authentication. Poly-
nomial secret image-sharing technology is applied
to generate shadow images that are embedded
into the adaptive module block truncating cod-
ing (AMBTC) compressed cover image. Although
this method has good authentication capability,
it requires the carrier image to be twice the size
of the secret image, which reduces the commu-
nication efficiency. Xiong et al.[14] proposed a
reversible secret image-sharing method based on a
wavelet transform. The secret image is embedded
in the high-frequency region of the carrier image
processed by IWT, which can recover the secret
image and the carrier image losslessly. However,
the efficiency of this method is greatly reduced
because the embedding technology is complicated,
the computational complexity is high, and the car-
rier image is four times the size of the secret image.
In [15, 16], the secret image-sharing method of
small shadows based on the Chinese remainder
theorem (CRT-SSIS) was used to reduce the size
of the carrier image. The secret image-sharing
method proposed in [16] takes the RAW image as
the carrier image of the scheme.

In addition to the abovementioned use of
AMBTC images, RAW images and ordinary
images as carriers, research on selecting a quick
response (QR) code as the carrier image has
gradually emerged. A QR code [17] is a two-
dimensional, machine-readable optical label com-
posed of black and white modules, which, as
a popular carrier, has been widely applied in
various fields due to its high-capacity and fault-
tolerant capabilities.In recent years, there are also
examples of applying QR codes to the medical
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field. For example, Yan et al.[18] designed several
schemes based on QR code secure technology to
achieve user privacy protection on X-ray trans-
parency, access control to view the medical privacy
record, infusion bottle confirmation with technical
authentication, secure patient wrist ID, and fast
payment. In terms of image privacy protection,
QR is mainly used as a carrier of secret informa-
tion in the field of secret image sharing. Jiang et
al. [19] proposed an extended secret image-sharing
method based on the Chinese remainder theorem
and a QR code. The secret image and several stan-
dard QR codes are used to generate the secret
QR code, and the original secret image can be
recovered losslessly after the secret QR code with
a specified threshold is collected. However, the
secret information recovered from the stego image
by this method may still be leaked. In the research
of Huang et al. [20], the secret information is a
QR code that is first divided into n blocks, and
then each block is encoded into a marketed QR
code together with a cover QR code. The recovery
of secret QR codes can be obtained by the XOR
operation of these marked QR codes. However, in
this scheme, the threshold is set to (n, n); that is,
it is necessary to collect all the shares to recover
the original secret image. In addition, this scheme
has no authentication function. Recently, Xiong
et al. [21] proposed a QR code secret sharing sys-
tem in a 6G network of the Internet of Things.
In this method, the shadow image generated by
improved polynomial secret sharing is embedded
into n meaningful QR codes, which can protect
the secret information and achieve the effect of
authentication.

Based on the above analysis of existing secret
image sharing schemes, combined with the char-
acteristics of block-chain such as de trust, tam-
per proof and smart contract, and aiming at
the key loss problem of medical image sharing
in blockchain, this paper proposes an authen-
ticated medical image-sharing scheme based on
the embedded small-size shadow QR code under
the blockchain framework. First, a small shadow
image is obtained by employing the secret image-
sharing method based on the Chinese remainder
theorem. Then, the shadow image is embedded
into the QR code with error correction, which
ensures the security and integrity of the shadow
image and avoids the problem in which the secret
key is lost and cannot be recovered.

The main contributions in this paper are as
follows.

[1] Under the blockchain architecture, an
authenticated medical image-sharing scheme
based on an embedded small shadow QR code
is proposed. The proposed scheme can not only
recover the secret image losslessly but can also
improve the embedding capacity of QR code to a
certain extent.

[2] To keep the shadow image from attracting
the attention of the attacker in a public chan-
nel, this proposed scheme selects the QR code
as a meaningful carrier. Due to the error toler-
ance of the QR code, it can guarantee that the
shadow image is lossless in the process of storage
and transmission. Moreover, the proposed scheme
employs the secret image-sharing method based on
the Chinese remainder theorem for small shadow
images.

[3] The introduction of blockchain technology
eliminates the third party in medical image shar-
ing and saves the cost of the third party. This
can record authentication and sharing records. In
addition, combined with secret sharing technol-
ogy, the problem in which the secret key lost in
the blockchain cannot be recovered is solved.

The rest of this article is organized as follows.
Section 2 introduces the preliminaries for the pro-
posed scheme: QR code, CRTSIS, and blockchain.
In Section 3 we discuss the relevant processes and
specific details of the proposed scheme. Section
4 presents the experiments and the comparisons
with other methods, and Section 5 concludes the
article.

2 Preliminaries

2.1 QR Code

A QR code is a binary graph composed of black
and white modules. Due to the high capacity and
fast decoding speed of QR codes, they are widely
used in many fields such as ID [22], food traceabil-
ity [23], commodity management [24], advertising
[25] and mobile payment [26]. There are 40 ver-
sions of the QR code. The first version consists of
21×21 codewords, and the 40th version consists
of 177×177 codewords, in which each codeword
is composed of an 8-bit binary. In addition, each
version of the QR code is divided into four error
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Table 1 Parameters of QR code

Parameter Symbol Description

r The number of RS blocks
R The number of all codewords

in each block
D The number of data codewords

in each block
E The error correction capacity of

each RS block

correction levels, namely, L, M, Q and H, that cor-
respond to 7%, 15%, 25% and 30% of the number
of error corrections, respectively. Fig. 1 depicts the
composition structure of the QR code.

One outstanding feature of a QR code is its
fault tolerance. The QR code uses Reed-Solomon
(RS) code to correct the damage caused by various
accidents in practical applications. Each QR code
is divided into several RS blocks. When coding
data information into QR code, the data informa-
tion is actually coded into an RS block. For each
RS block, there are three concepts: total number
of codewords, number of data codewords and error
correction capacity. For example, the QR code of
version 4, with an error correction level of H, is
composed of four RS blocks (25,9,8). The total
number of codewords of each RS block is 25, the
data codeword is 9, and the error correction capac-
ity is 8. The main parameter symbols for QR code
are shown in Table 1.

Fig. 1 Structure of QR code

2.2 CRTSIS

Secret sharing splits the secret in an appropriate
way. After splitting, each subsecret is managed
by different participants. A single participant can-
not recover the secret information, and only a few
participants cooperate to recover all of the secret
information. More important, the secret can still
be fully recovered when any participant in the
corresponding scope is wrong. In this section, we
illustrate secret image sharing based on the Chi-
nese remainder theorem (CRTSIS). Suppose the
secret image is S and its size isW×H. The specific
process of CRTSIS is as follows:

Step 1: Set the initial parameter (k, n)
threshold, and choose a set of prime numbers
{p,m1,m2...,mn} to satisfy these conditions

(1) 128 ≤ p < m1 < m2 · · · ≤ 256,
(2) gcd(mi,mj) = 1, i ̸= j,
(3) gcd(mi, p) = 1 for i = 1, 2 · · · , n,
(4) M > pN .
Where the parameter p is usually fixed at 128

or 131, M =
∏k

i−1 mi, N =
∏k−1

i−1 mn−i+1.
Step 2: Let x be the secret value, satisfying

0 ≤ x < p. Then, y = x+Ap, where A is a random
integer subject to 0 ≤ y < M . This yields A in
[0,M/p− 1].

Step 3: Calculate ai ≡ y(modmi), where i =
1, 2 . . . , n, and ai is the ith shadow of secret x.
The recovery process aims to solve the following
linear congruence equations, which have the only
solution for any k shadows

y ≡ a1(modm1)

y ≡ a2(modm2)

. . .

y ≡ ak−1(modmk−1)

y ≡ ak(modmk).

(1)

The solution is y ≡ (a1M1M
−1
1 + a2M2M

−1
2 +

· · · + akMkM
−1
k )(modM), where y ∈ [0,M − 1],

Mi = M/mi and MiM
−1
i ≡ 1(modmi). Con-

sequently, the secret can be recovered as x ≡
y(modp).

2.3 Blockchain

Blockchain [27] is a chain structure with blocks as
the basic unit. Each block is connected end to end
according to a time sequence of transaction gen-
eration and storage. Blockchain breaks through
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the shortcomings of the traditional centralized
system with security characteristics such as dis-
persion, detrust and tamper-proofing. Through
the arrangement of smart contracts in its chain,
a large amount of distributed computing can be
realized. The introduction of smart contracts [28]
was a milestone in the development of blockchains.
For example, financial lending, social security ser-
vices, supply chains, games and other kinds of
applications are deployed on different blockchain
platforms in the form of smart contracts. Gen-
erally, a smart contract is a computer program
that acts as a protocol, and the terms of the pro-
tocol can be preprogrammed. Once the contract
is deployed, no one can modify the content, and
the agreement is executed and enforced. Differ-
ent from traditional contracts, smart contracts are
powerful tools for building fair protocols [29].

At present, blockchain has three kinds of rela-
tionship chains: public chains, private chains and
alliance chains. Among them, alliance chains are
established between public chains and private
chains, which are blockchains involving multi-
ple organizations or institutions. Because alliance
chain technology can be used to improve the
business process of many traditional information
systems, it is widely used in various fields such as
transactions between banks. An alliance chain was
applied to the medical health industry, and a med-
ical data-sharing platform has been established.
The platform safely shares patient medical data,
accurately traces shared records and completes all
operations related to certification through smart
contracts. Therefore, integrating alliance chains
into the medical system has good application
prospects.

3 Proposed image sharing
scheme

3.1 Proposed scheme description

3.1.1 System model

On the basis of some current secret image shar-
ing schemes, combined with the characteristics
of blockchain such as detrust, tamper proof and
smart contract, and aiming at the key loss problem
of medical image sharing in blockchain, this paper
proposes an authenticated medical image-sharing
scheme based on an embedded small-size shadow

QR code under the blockchain framework. The
proposed scheme has the advantages of lossless
decryption and authentication, and the QR code
as the carrier image has certain robustness that
can ensure the transmission security of shadow
images. As the medical image is a digital repre-
sentation of the patient’s physical condition, the
information contained therein is related to the
patient’s physical health. If the medical image
obtained by the sharing institution is not clear
enough, it is easy to affect the doctor’s judg-
ment, thus endangering the patient’s life safety.
The medical image restored by the image shar-
ing method in this scheme is lossless, which is
necessary for the safe sharing of medical images.
Therefore, this scheme can be applied to the con-
tent protection and security sharing of medical
images. In addition, in the scheme proposed in this
paper, the alliance chain can record the results of
and trace the records of each sharing.

Specifically, this paper establishes a system
model consisting primarily of hospitals, shared
organizations and alliance chains. A detailed
description of each entity follows.

(1) Hospitals. A medical data acquisition and
provider. Medical images can be stored on the
cloud server and can also be obtained and shared
with other institutions.

(2) Sharing institutions. An organization that
diagnoses and studies patients’ diseases together
with hospitals. Can be other hospitals or medical
research institutions.

(3) Alliance chain. Its role is to return the orig-
inal secret medical images to a certified shared
organization.

The system model is shown in Fig. 2. In the
proposed system model, the hospital stores med-
ical images on cloud servers due to the servers’
high storage capacity and high retrieval efficiency.
QR′

i denotes the QR code embedded in the
shadow image, SIi is the shadow image of the
medical image and SI ′ represents the recovered
medical image. The hospital obtains the medical
images that need to be studied together from the
cloud server, generates the shadow images through
the improved crtsis, and distributes the shadow
images to various sharing institutions. At the same
time, some important parameters and the shadow
images are distributed to the corresponding par-
ticipants. Then, each sharing institution sends
its own shadow images and parameters to the



Springer Nature 2021 LATEX template

scheme based on embedded small shadow QR code and blockchain framework

alliance chain. The alliance chain performs iden-
tity authentication and restores and stores secret
images. Only the participants who pass the iden-
tity authentication have access to the restored
medical images, so as to realize the security shar-
ing and privacy protection of medical images.

3.1.2 Main modules

Under the blockchain framework, the proposed
authenticated medical image-sharing scheme
based on an embedded small shadow QR code is
composed of the following modules:

(1) Shadow generation module. As the dis-
tributor, the hospital first takes out the medical
images that need to be shared from the cloud
server and then employs a secret image-sharing
method based on the Chinese remainder theorem
to calculate and generate the shadow images of the
medical images. The shadow images are embedded
into a QR carrier image, and finally the secret QR
code is distributed to each sharing organization.
After embedding the generated shadow image into
a carrier QR code, the distributor sends the secret
QR code to each sharing organization.

(2) Authentication module. According to the
smart contract, the alliance chain extracts the
QR code from the sharing organization to obtain
the shadow image and the authentication stream.
Another authentication stream is then regener-
ated by using the participants’ ID Pi and the
shadow image of the sharing organization initially
obtained from the hospital and is used as a com-
parison with the extracted authentication flow for
the purpose of verification.

(3) Medical image recovery module. The
alliance chain employs all of the shadow images
obtained from the sharing organization to recover
the original medical image through the smart
contract. The restored original medical images
will eventually be shared with the corresponding
sharing institutions.

3.1.3 Access control policy

The proposed authenticated medical image-
sharing scheme based on the embedded small
shadow QR code under the blockchain framework
has a unique access control policy. Access control
is mainly realized by matching the authentica-
tion flow. If the authentication flow is matched

successfully, then the sharing organization corre-
sponding to the QR code can access the final
recovered medical image. If the authentication
flow is not matched successfully, the sharing orga-
nization corresponding to the QR code cannot
access the final recovered medical image. The data
access control of the proposed scheme is based
on the authentication result of each QR code.
Because the scheme has a unique access control
mechanism, it can solve the security sharing and
privacy protection problems of blockchain medical
image sharing and ensure the content protection
and security sharing of medical images.

3.2 Proposed secret image sharing

and authentication process

The proposed scheme can be divided into three
phases: secret sharing, secret embedding and
authentication recovery. The framework of the
proposed scheme is shown in Fig. 3. Inspired
by previous works [15, 21], in the sharing stage,
we apply the CRT-SSIS algorithm to medical
image sharing to generate n small shadow images.
In the embedding stage, the proposed scheme
employs a hash function for the shadow image
and the corresponding participant ID to produce
the authentication bit stream. The shadow image
and the authentication bit stream are embedded
into a carrier QR code to obtain the stego-QR
code. In the authentication and recovery stage, the
shadow image and the authentication bit stream
are extracted from the stego-QR code, and then
another authentication bit stream is regenerated
from the participant ID and the shadow image.
Furthermore, by comparing two authentication
flows, verification can be realized. When no fewer
than k stego-QR codes are authenticated, shadow
images are utilized to recover the secret image.

3.2.1 Sharing phase

The proposed scheme leverages the CRT-SSIS
algorithm for medical image sharing to produce
n small shadow images. The size of each shadow
image generated is 1

k−(1+t)/8 of the original secret

medical image. Suppose a secret image is SI, and
its size is W × H. The specific process of the
CRT-SSIS algorithm is as follows:

Step 1: Suppose the initial parameter (k, n)
threshold and a prime set {p,m1,m2 . . . ,mn}. p
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Fig. 2 System architecture

Fig. 3 Framework of proposed scheme

is set to 128 or 131, and the prime set satisfies the
following conditions

(1) 128 ≤ p < m1 < m2 · · · ≤ 256,
(2) gcd(mi,mj) = 1, i ̸= j,
(3) gcd(mi, p) = 1 for i = 1, 2 · · · , n,
(4) M > pN .

Step 2: Calculate M , N and T in step 1
according to Eq. (1) and the equation

T =

[

⌊M
p − 1⌋ − ⌈N

p ⌉

2
+ ⌈

N

p
⌉

]

, (2)

where p, N and T are public to all participants,
and m1,m2 . . . ,mn are private for each shadow
image in SC1, SC2 . . . SCn. Only participants with
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a shadow image can know the corresponding prime
value.

Step 3: Binarize the secret image SI to obtain
a data stream B, and divide B into 8k-1-t blocks.
Here, t ∈ [0, 7].

Step 4: For each block, the first 8 bits are con-
verted to a decimal number x, and the remaining
8(k-1)-1-t bits are randomly added with t bits to
represent a decimal number A∗. Further calcula-
tion, if 0 ≤ x < p, A = A∗ + (T + 1), y = x+Ap;
otherwise, A = A∗ + ⌈N

p ⌉, y = x− p+Ap.
Step 5: For each block, calculate ai ≡

y(modmi), and let SCi = ai(i = 1, 2 . . . , k). For
the same block, SCi denotes the pixel value of the
ith shadow image.

Following the above 5 steps, the secret image
SI will generate n shadow images, in which any
k shadow images can losslessly reconstruct the
original secret image.

The biggest difference between the improved
CRT-SSIS adopted in this paper and the tradi-
tional secret image sharing method based on the
Chinese remainder theorem is that the traditional
method is to process each pixel, while the method
in this paper is to process the image in blocks.
Each block only gets a secret share value, and thus
a smaller shadow image can be obtained.

3.2.2 Embedding phase

To prevent the attacker from using the false
shadow image to cheat the secret image, the pro-
posed scheme adopts a hash function to produce
the authentication bit stream. Meanwhile, consid-
ering that the attacker utilizes the shadow image
of other participants to deceive the verification
process, this scheme takes each participant’s ID Pi

and the shadow image together as the input of the
hash function. Let the authentication bit stream
be Aui. The expression is shown by

Aui = Hk(SCiPi). (3)

A QR code is divided into two regions: the data
area and error correction area. The authentication
bit stream is embedded in the QR code data filling
area, that is, the data area except the public infor-
mation part in the data area. The shadow image
is embedded in the error correction area of the
QR code. In fact, there are several Reed-Solomon
(RS) blocks in a QR code, and the embedded data

information is in each RS block. Suppose that
there are a total of R codewords in each RS block,
and the data area has D codewords. The embed-
ding of the authentication bit stream is realized by
the XOR operation between authentication bits
and original data bits of cover-QR code. However,
the embedding methods of shadow images are dif-
ferent. Suppose that the total number of error
correction codewords in the RS block is recorded
as le, and le is calculated by

le = R−D. (4)

The index of the QR code embedded in the shadow
image is I, and the index I is 1 to le. Assum-
ing that the QR code used has r blocks, and the
shadow image is divided into r blocks. The number
of pixels containing shadow images in each block
is denoted as lr

lr = lSC/r, (5)

where lSC represents the number of pixels in
the shadow. This scheme generates index I by
using the random number Raj , where Raj =
1 ≤ ai ≤ le, i = 1, 2 . . . , lr(1 ≤ j ≤ n), which is
distributed to each of the participating agencies.

The above procedures include the sharing and
embedding phases, and the corresponding algo-
rithm is shown in Algorithm 1.

3.2.3 Authentication and

reconstruction phase

After secret image sharing and embedding, a QR
code with shadow image SC and authentication
bit stream Aui is obtained. For each stego-QR
code, the shadow and authentication bit stream
are extracted, and then another authentication bit
stream Au′

i is generated by using the shadow and
the corresponding participant’s ID. That is

Au′

i = Hk(SC
′

iPi), (6)

where SC ′

i is the extracted shadow from the stego-
QR code, and the authentication process compares
Au′

i and Aui. If the match is successful, then
authentication is passed; otherwise, authentica-
tion fails.

When there are no fewer than k shadow images
that pass authentication, the secret image can
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be recovered. The recovery process of the secret
image is as follows.

Step 1: Collect k shadows, namely,
SC ′

i, SC
′

2 . . . , SC
′

k with a size of F ×G; the corre-
sponding prime numbers m1,m2 . . . ,mk; and the
common parameters p, t,N, T .

y ≡ a′i1(modm1)

y ≡ a′i2(modm2)

. . .

y ≡ a′ik(modmk).

(7)

Repeat step 2 until all pixels of the shadows
are solved.

Step 3: Calculate T ∗ = ⌊y
p⌋. If T

∗ ≥ T , then

x ≡ y(modp), A∗ = y−x
p − (T + 1). Otherwise,

x = y(modp) + p, and A∗ = y−x
p − ⌈N

p ⌉. Then,

binarize x and A* and connect 8 bits of x and
8(k-1)-1-t bits of A* to form bit stream B′ (B′ is
empty initially).

Step 4: Convert B′ into a string of decimal
numbers every 8 bits and construct the recovered
secret image SI ′.

Following the above secret image restoration
process, the shadow image with successful authen-
tication can obtain the lossless secret medical
image. The entire process of authentication and
recovery is shown as Algorithm 2.

4 Experimental results and
analysis

4.1 Experimental results

In this section, we experimentally evaluate the
performance of the proposed authenticable med-
ical image-sharing scheme and compare it with
existing sharing algorithms. Numerous experi-
ments are performed by employing a personal
computer configured with an Intel (R) core (TM)
i5–6500 CPU @ 3.20 GHz, 8 GB memory, Win-
dows 10 operating system and MATLAB 2014b.

In the experiments, we choose a medical brain
image of size 512×512 as a secret image. QR code
version 4 is selected as the carrier, and its error
correction level is H. The improved small-scale
CRT-SSIS is leveraged to generate shadow images
with size 1

k−(1+t)/8 of the original brain secret

image. Assuming that the threshold value is (3,

4) in the secret sharing phase, the shadow image
obtained by this method is half the original brain
image, that is, the size of the shadow image is
512×256, as illustrated in Fig. 4.

After the shadow image is generated by CRT-
SSIS, we adopt a hash function to produce the
corresponding authentication bit stream. Then,
both the shadow image and authentication bit
stream are embedded into the selected 4-H QR
code to obtain four stego-QR codes. The public
information scanned by QR codes of four carri-
ers are “Medical image share1,” “Medical image
share2,” “Medical image share3” and “Medical
image share4.” The information scanned by the
stego-QR code is consistent with that of the
QR code of the corresponding carrier. The final
restoration image is reconstructed from the cer-
tified shadow image extracted from the stego-QR
code. The experimental results are depicted in Fig.
5.

4.2 Embedding capacity

To compare the embedding capacity, we anal-
yse and compare several existing schemes with
our scheme using the same 4-H QR code. Tan
et al. [30] embedded the shadow image into the
data area of the QR code. Because the data
area includes public information and others, the
embedding amount of this scheme is less than
8×R bits. Lin et al. [31] embedded the shadow
image into the error correction area of the QR
code. However, the error correction area contains
both the shadow image and the authentication bit
stream; therefore, the embedding capacity of Lin’s
scheme is less than 4×E×8. Chow et al. [32] also
embedded the shadow image, but because it has
no authentication and no embedding operation
of the authentication bit stream, its embedding
capacity is 4×E×8. Compared with the above
three schemes, the proposed scheme in this paper
embeds the authentication bit stream into the
data area while embedding the shadow image
in the error correction area. Because the size of
the shadow image obtained by the CRT-SSIS is

1
k−(1+t)/8 of the original medical secret image,

the embedding capacity of the proposed scheme
is 4×[k-(1+t)/8]×E×8. Table 2 displays a com-
parison between the above three schemes and our
scheme in terms of the embedding capacity.
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Algorithm 1: Secret image sharing
Input: prime set {p,m1,m2 . . . ,mn}, cover QR code QRi, ID of participant Pi, random number Raj .
Output: the stego-QR.

[H,W]=size(SI).
For each h ∈ {1, 2 . . . , H} do
For each w ∈ {1, 2 . . . ,W} do
Binarize the secret image s to get a data stream B, and divide B into 8k-1-t blocks,where t ∈ [0, 7].
Calculate A, y.
Calculate ai ≡ y(modmi), and let SCi = ai(i = 1, 2 . . . , k).

End

End

For each i ∈ {1, 2 . . . , n} do
Aui = Hk(SCiPi)
Embed the authentication bits stream into the cover QR.

End

For each j ∈ {1, 2 . . . , r} do
Embed the shadow SCi into the cover QR according to the index I, which is obtained based on Raj .

End

Output n the stego-QR.

Algorithm 2: Authentication and reconstruction algorithm
Input: prime set{p,m1,m2 . . . ,mn}, stego QR code, ID of participant Pi, random number Raj .
Output: recovered secret image SI ′.

Extract the embedded authentication bit stream Aui from the stego-QR.
For each i ∈ {1, 2 . . . , n} do
For each j ∈ {1, 2 . . . , r} do
Extract the embedded shadow image SC ′

i according to the index I, which is obtained based
on Raj .

End

Generate the new authentication bit stream Au′

i according to Eq. (6).
If Au′

i! = Aui

Authentication fails.
Else

Authentication is successful.
End

End

Collect at least k qualified shadow images SC ′

i.
For each f ∈ {1, 2 . . . , F} do
For each g ∈ {1, 2 . . . , G} do
Let a′ij = SC ′

ij(f, g), and calculate y according to Eq. (7).
End

End

Calculate T ∗ = ⌊y/p⌋. Then, calculate x, A∗.
Obtain new bit stream B′ through binarizing x and A∗.
Convert B′ into a string of decimal numbers every 8 bits. Construct and output the recovered secret
image SI ′.
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Table 2 Comparison of embedded capacity

Schemes Embedded information Shadow embedding capacityAuthentication bitsTotal capacity

Tan[30] Shadow <4×R×8 0 64
Lin[31] Shadow, Authentication bits <4×E×8 20 256

Chow[32] Shadow <4×E×8 0 256
Ours Shadow, Authentication bits 4×[k-(1+t)/8]×E×8 64 576

Table 3 Robustness of QR codes under various attacks

The stego-QR codes Attack Type
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Fig. 4 (3, 4) SIS of proposed scheme. (a) Orginal secret image SI; (b-e) four shadow image SC1,SC2, SC3, SC4.

Fig. 5 (3, 4) SIS of proposed scheme for 4-H QR code. (a)-(d) Four cover QR codes; (e)-(h) four stego-QR codes; (i)
recovered secret image.

4.3 Robustness analysis

Considering that encrypted images are transmit-
ted in common channels, they are vulnerable to
common external attacks such as salt and pepper,
Gaussian noise, scaling attacks, rotation attacks
and JPEG compression. Salt and pepper noise is
a random white dot or black dot, which may be
black pixels in bright areas or white pixels in dark
areas (or both). Gaussian noise is a kind of noise
whose probability density function obeys Gaussian
distribution (i.e. normal distribution). Pantograph
can be divided into reduced image and enlarged
image. The reduction is realized by interpolation,
and the enlargement is realized by extrapolation.
Generally, the rotation attack is to keep the image
size unchanged by rotating the original image at
a certain angle, so as to achieve the purpose of

unable to locate pixels. JPEG includes three algo-
rithms basic system, extended system and undis-
torted system. The basic system is based on DCT
transformation and variable length coding com-
pression technology, which can provide a compres-
sion ratio of up to 100: 1 on the premise of ensuring
the quality of image restoration. However, due to
the distortion in the coding process, the recon-
structed image cannot accurately reproduce the
original image, and its distortion is directly related
to the compression ratio. To ensure the security
and integrity of the shadow image in the trans-
mission process, various attack experiments are
carried out for the proposed scheme, and the cor-
responding experimental results are illustrated in
Table 3. Concretely, we choose Stego-QR1 to con-
duct several different attack experiments. First,
we choose salt and pepper noise with noise ratio
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Table 4 PSNR comparison with four schemes

Schemes Threshold Min PSNR Ave PSNR Max PSNR

Yan [34] (3,4) 30.2889 31.2164 32.1440
Wu [35] (3,4) 78.0187 82.7706 90.8549
Wu [36] (3,4) 78.6989 90.4300 99.3059
Ours (3,4) Inf Inf Inf

of 30%,60% and 100% to process the image. Gaus-
sian noise with a mean value of 0 and variance of
0.01, 0.05 and 0.1 is added to Stego-QR1. Then,
to estimate the ability of the proposed scheme
to resist rotational attacks, Stego-QR1 is further
rotated at a random angle. We randomly selected
three angles of 30°, 70° and 120° for the exper-
iment. Furthermore, to test whether the shape
affects the readability and decryption of the QR
code, we randomly selected three sizes for exper-
iments: 400×300, 256×256 and 250×400. Finally,
to evaluate the performance of Stego-QR1 under
different compression ratios, Stego-QR1 is sub-
jected to JPEG compression, and the compression
ratios are randomly selected as 6.7294, 8.4644 and
9.3071. As shown in Table 3, the proposed scheme
can resist common attacks in real life such as
salt and pepper, Gaussian noise, scaling attacks,
rotation attacks and JPEG compression, and has
strong robustness.

4.4 Quality of reconstructed image

The image quality of the recovered image serves as
an index to evaluate the performance of a secret
image-sharing method. For telemedicine diagnos-
tics, medical image secret sharing requires that
secret images need to be restored losslessly; oth-
erwise, this seriously affects medical diagnostics
and disease research. In this section, we com-
pare several existing secret sharing schemes with
the proposed scheme in terms of the quality of
reconstructed images. PSNR [33] is the peak
signal-to-noise ratio of the image, which can be
used to measure the quality of the restored image.
In real life, because most signals have a wide
dynamic range, the peak signal-to-noise ratio is
often expressed in logarithmic decibel units. The
calculation formula of PSNR is defined as

PSNR =
10log2 ×M ×N × 2552

sumM−1
h=0 sumN−1

w=0 (P (h,w)− C(h,w))2
,

(8)

where M and N are the dimensions of the origi-
nal image, P is the original image, and C is the
recovered image.

Table 4 lists the PSNR values of the recovered
images for these related schemes. Table 4 shows
that although the PSNR values for Refs. [34],
[35] and [36] are high, the reconstructed images
are still lossy. The PSNR value of the proposed
scheme in this paper is infinite, which means that
this algorithm is lossless, and therefore it is more
suitable for medical image sharing.

To verify the universal applicability of the
sharing scheme, we selected several different med-
ical images for the Refs. [34], [35], [36] and our
scheme. The test images are four different types of
medical images: brain, foot, pleural and head, as
shown in Fig. 6. The average PSNR value of the
restored image under different (k, n) of thresholds
is obtained, as illustrated in Fig. 7. It is worth not-
ing that the value of PSNR is 100, which indicates
that the restored image is lossless.

4.5 Comparison of different schemes

To further measure the effectiveness of the secret
image-sharing algorithm, an overall comparison of
the literature of Yan [37], Yan [38], Xiong [21] and
the proposed scheme is provided. In this part, we
compare some existing schemes with the proposed
schemes in terms of sharing method, shadow size,
computational complexity, carrier, robustness and
authentication ability. As seen from Table 5, the
sizes of the shadow images obtained by Yan [37]
and Yan [38] are the same as that of the origi-
nal secret image. Yan [37] has an authentication
function but high computational complexity, no
carrier and low security. Although the computa-
tional complexity of Yan [38] is low, the carrier has
poor robustness and low security. Compared with
the above two schemes, Xiong [21] has authenti-
cation ability and high security, and the shadow
image size is 1/t of the original secret image. The
carrier has high robustness; thus, the scheme has
high security. The shadow image obtained in the
proposed scheme is the same or even smaller than
Xiong [21]. In addition, the proposed scheme in
this paper also realizes authentication, and the
carrier has high robustness. Moreover, the com-
putational complexity of our scheme is lower than
that of Xiong [21]. Therefore, the proposed scheme
can not only obtain small shadow images but also
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Table 5 Comparison of characteristics with other schemes

Schemes Yan [37] Yan [38] Xiong [21] Ours

Sharing method PSIS,VSS CRTSIS PSIS CRT-SSIS
Shadow size 1 1 1/t 1/[k-(1+t)/8]

Computational complexity O(klog2k) O(k) O(klog2k) O(k)
Cover image None Binary image QR code QR code
Robustness None Binary image High High

Authentication Yes No Yes Yes

(a) brain (b) foot (c) pleural (d) head
Fig. 6 Test images

Fig. 7 Comparison of average PSNR of different schemes

has low computational complexity and strong car-
rier robustness, can realize authentication and is
more suitable for content protection and secure

sharing of secret images. In this table, VSS is an
abbreviated form for visual secret sharing.
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5 Conclusions

In this paper, an authenticable medical image-
sharing scheme based on an embedded small
shadow QR code and blockchain framework was
proposed. This proposed scheme employs a secret
image-sharing method based on the Chinese
remainder theorem to generate small shadow
images and takes the QR code as the carrier to
embed the small shadow images into the error
correction area of the QR code. Meanwhile, the
authentication bit stream is produced by shadow
images, which are embedded in the QR code data
area for later authentication. As the carrier is
a meaningful QR code, the stego-QR can avoid
the attention of attackers. Due to the error tol-
erance characteristics of QR code, this proposed
scheme can resist some common attack means and
has a certain robustness. In addition, we inte-
grated the proposed secret image-sharing scheme
into a blockchain architecture and leveraged a
smart contract to complete the authentication and
recovery calculation of secret medical images. This
reduces the local load of sharing institutions. At
the same time, the blockchain can also record
the authentication and sharing records of medi-
cal images, which makes it easy to trace historical
records.

In the future, we plan to design different
embedding methods so that more image informa-
tion can be embedded in QR code. In addition,
because most images in real life are colour images,
we will study the sharing of colour images in
the future to make our scheme more suitable for
people’s needs.
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